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Abstract:  Network vulnerability taxonomy has become increasingly
important in the area of information and data exchange not only for its
potential use in identification of vulnerabilities but also in their
assessment and prioritization. Computer networks play an important
role in information and communication infrastructure. However, they
are constantly exposed to a variety of vulnerability risks. In their
attempts to create secure information exchange systems, scientists have
concentrated on understanding the nature and typology of these
vulnerabilities. Their efforts aimed at establishing secure networks have
led to the development of a variety of methods and techniques for
quantifying vulnerability.

The objective of the present paper is developing a method based on
the second edition of common vulnerability scoring system (CVSS) for
the quantification of Computer Network vulnerabilities. It is expected
that the proposed model will help the identification and effective
management of vulnerabilities by their quantification.
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BaseScore = round_to_1_decimal (((0.6%6.443) + (0.4*1.229)-1.5)*1.176)= 3.4
Impact= 10.41*(1-(1-0.275)*(1-0.275)*(1-0.275)) = 6.443
Exploitability= 20%1*0.35%0.56*0.56%0.56= 1.229
f (impact)=1.176

TemporalScore= round_to_1_decimal (3.4%0.95%0.95*%1) = 3.1

EnvironmentalScore= round_to_1_decimal (5.23+ (10-5.23)*0.4)*0.25) = 1.8

AdjustedImpact= min (10, 10.41%(1-(1-0.275%1)*(1-0.275%1)*(1-0.275*1))) =

6.44
AdjustedBase= (((0.6* 6.44) + (0.4* 6.44)-1.5)*1.176) = 5.8
AdjustedTemporal= (5.8 * 0.95 * 0.95 * 1) =5.23

A Sl p85 55 Juzme 9 (Do il S sbre 5 5le

BaseScore = round_to_1_decimal (((0.6%7.84) + (0.4*1.38)-1.5)*1.176)) = 4.4
Impact = 10.41*(1-(1-0.275)*(1-0)*(1-0.66)) = 7.84
Exploitability = 20*0.646*0.61*0.56*0.56*0.56 = 1.38
f (impact)=1.176

TemporalScore = round_to_1_decimal (4.4%0.95%0.87*1) = 3.6

il a5V o las dlons (3l o (N) b 12 e 55 Ol oo S 4 4 5 Lk

O Sldakie y80 5o Juxe 9 (Bgo b S HLxe p3lie

BaseScore = round_to_1_decimal (((0.6%7.84) + (0.4%2.14)-1.5)*1.176) = 4.8
Impact = 10.41*(1-(1-0.275)*(1-0)*(1-0.66)) = 7.84
Exploitability = 20*1*0.61*0.56*0.56*0.56 = 2.14
f (impact)=1.176

TemporalScore = round_to_1_decimal (4.8%0.95%0.87%1) = 4.0
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