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Iranian Research Institute Abstract: Organizations today are exposed to huge amount and diversity
A e e T e B e vl of information assets produced in different systems such as KMS,
(IranDoc) financial and accounting systems, official and industrial automation
ISSN 2251-8223 systems and so on. It is obvious that protection of information assets is
elSSN 2251-8231 necessary.
Indexed by SCOPUS, ISC, & LISTA Cloud computing is a model for enabling ubiquitous, convenient, on-
Vol. 31| No. 1 | pp. 243-267 demand network access to a shared pool of configurable computing
Autumn 2015 resources so that can be rapidly provisioned and released. Several
PUIERIRCIRCTCTH VS IEIVRLL IR benefits of this model makes organizations decide to take a strategy for
implementing private cloud computing.
Management of information security is the main challenge in developing
and accepting of this model. In this paper, at first, according to "design
science research methodology" and compatible with "design process at
information systems research", a complete categorization of information
assets including 355 different types of information assets in 7 groups and
3 levels is presented to managers to be able to plan corresponding
security controls according to importance of each group.
Then, in order to directing organization to architect its information security
in cloud computing environment, appropriate methodology is presented.
Presented cloud computing security architecture, which resulted in the
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