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Abstract

Background: Software-Defined Networking (SDN) is widely
considered a new paradigm shift in today’s telecommunication
evolving method of centralized control, program interface,
and dynamic resource configuration. Members of such a
network can be reached through single-hop or multi-hop
communication and is, however, still faced with inexhaustible
challenges in scalability, security, energy consumption as
well as Quality of Service (QoS).

Objective: Specifically, the article will seek to compare both
SDN enabled network as well as legacy networks as regards
to established parameters like scalability, security, power
consumption, traffic control and path finding. The research
aims to fill these gaps by employing state-of-art methods and
offer useful recommendations of SDN implementation.
Methods: Both simulation and analytical modeling were
used to evaluate the proposed SDN architectures under
different loads. Metrics were assessed with the congestion
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control based on the neural network, optimization involved the multiple objectives, and
security assessment via game theory. Analyses for statistical significance further
supported the performance enhancements determined.

Results: The results show 44% improved latency, 33% better energy consumption,
and better load balancing in SDN-enabled network. Neural network-based
mechanisms were able to reroute 95% of the time under low traffic conditions, while
distributed controller-based strategy had high scalability and security.

Conclusion: This study points to the capacity of SDN to revolutionize the
contemporary telecommunication with strong techniques for comprehensive
problems. For the future work it is recommended to conduct validations in operational
conditions, and include underdevelopment technologies into the system hierarchy to
improve its flexibility and operation characteristics.

Keywords: Software-Defined Networking (SDN), telecommunications, 5G, loT,
network management, scalability, latency reduction, bandwidth optimization, control
plane, data plane.

1. Introduction

Telecommunications network have been a central enabler of growth of
connectivity globally and hence have spurred development in several vital
fields. But more commonly used network architectures are currently
experiencing difficulties trying to handle greater demands for versatile and
dynamically scalable and efficient networks. In these architectures, the
control and data planes are integrated in the same appliance, which limits the
flexibility and hurt the performance whenever the amount of required control
and data demands change over time as it is the case in, 5G, loT and cloud
computing. As a result, there has been an introduction of a new concept in
the network operation known as Software-Defined Networking (SDN) which
separates the control and forwarding planes of the network (Anerousis et al.
2021).

SDN has quickly become the industry standard in modern
telecommunications because of this reason as it helps overcome the
shortcoming of traditional networks. SDN proposes to aggregate network
intelligence in a software-based controller to potentially make dynamic
changes on policies and traffic patterns in real-time. This programmability
enables more flexible networks suitable for handling the massively increasing
throughput and the future requirements of newer generations technologies
(Wang, et al. 2022). Further, due to integrating capabilities with technologies
like NFV, and network slicing SDN managing the complexities of 5G and loT
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environments (Babbar et al. 2022).

Among the many benefits that SDN brings to the telecoms industries, the
ability to decrease operational expenses and the complexity of network
control stands out. Most traditional networks imply the configuration of each
device individually, and this process is usually very time-consuming and error-
prone. SDN’s control has many of these processes which makes the network
administration efficient as compared to traditional methods. Further, it was
possible to make network resources more granular and allocate bandwidths
in more optimal manners and, in general decrease latency especially in the
most bandwidth hungry applications and services such as video streaming,
online gaming and virtual reality applications (Tan et al. 2014).

Traditionally, the telecommunications industry is also moving toward the
cloud-native architectures to which SDN is instrumental. When
telecommunication service providers commence implementing the cloud for
their operating telecommunication infrastructure then SDN can provide
flexibility required for the construction of custom virtualized networks as well
as dynamic provisioning of resources (Nameer, and Moath, 2015). This has
become especially significant where edge computing applies SDN to
coordinate the distribution of data through different stations within various
geographical locations (Qasim, 2022). By so doing, it guarantees that latency
sensitive applications like the self-driving cars and tele-surgery maintain high
quality in data processing a move that takes place close to the end user
(Oztoprak, et al. 2023).

Although the use of SDN has numerous advantages, its integration in
telecommunications is accompanied by certain difficulties. One of the most
significant issues is the protection of the SDN controllers which act as the
control centers. For instance, the compromise of an SDN controller would
mean that all the networks under its control can be affected corresponding to
the figure below. Hence, a lot of literature is available on how best to secure
the SDN architecture, some of which include controller redundancy and
encryption (Wang, et al. 2022). Also, the existing networks also present a big
challenge when incorporating SDN because previous systems are not
conforming to the SDN environment they are intending to accommodate.
However, gradual migration approaches are being designed to solve these
problems and make the shift to SDN-based networks possible (Priyadarsini
et al. 2023; Dmytro, and Nameer, 2015).
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SDN is thus considered as revolutionizing technology in modern
telecommunication industry owing to the high levels of flexibility, scalability
and efficiency it brings to the transmission network. This connection with next
gen technologies such as the 5G, loT and cloud computing makes it key to
defining the future of telecommunication. Nonetheless, continuing progress
in both SDN security measures and processes of its incorporation signals
potentialities for further development and takeoff in the field. Self-sustained
and innovative, SDN is well positioned with higher demand for high speed,
reliable and scalable network infrastructures that meet the challenge of the
ever-developing telecommunication world (Sieliukov, et al. 2022).

1.1.The Aim of the Article

This article primarily focuses on critically analyzing the key features of
Software-Defined Networking (SDN) in contemporary telecommunications.
The escalating requirements for scalability, flexibility, and efficiency in current
technological trends for traditional networks highlight the necessity of
integrating SDN. Therefore, this article aims to explore the benefits of SDN in
network control and operations, its ability to reduce the operational expenses
of communication networks, and its suitability for meeting the demands of
future networks such as 5G and loT.

The objectives of the article are to expand knowledge about SDN, its
structure, and functionality, particularly emphasizing the innovative concept
of separating the control plane and the data plane to create a more efficient,
adaptive, and agile network system. By utilizing implementations, case
studies, and simulation scenarios, the article intends to discuss and outline
how SDN can enhance bandwidth, reduce latency, and improve the overall
performance of a network. Additionally, the article will examine the
advancements SDN brings in supporting network protection and robustness,
resulting from offering more precise control over traffic patterns and
automating security procedures.

Moreover, the article seeks to evaluate SDN’s interoperability with other
emerging paradigms, including Network Functions Virtualization (NFV) and
network slicing. The integration of these technologies with SDN is expected
to foster the development of more responsive networks that can adapt to the
evolving telecommunications industry. To present readers with a
comprehensive understanding of SDN, including its advantages and
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disadvantages, the article will include a literature review of the subject. The
aim is to provide a vision of how SDN can further advance, develop, and
contribute to defining the future directions of telecommunications

development.

1.2. Problem Statement

Most telecom and networking industries are experiencing an era of
transformation due to the demands of high bandwidth, low latency time and
flexible networks. The conventional network architectures with their fixed,
physical hardware environments cannot address these requirements. When
the processes become massive and interconnected, the deficiencies of
traditional architectures become clear, especially the lack of flexibility that is
needed for such novelties as 5G, 0T, cloud solutions.

One of the biggest challenges that telecoms companies have to deal with
in the current era is that their networks can be based on rigid architectures.
These networks are updated and reconfigured from a centralized location
which is time consuming, expensive and liable to human error. Moreover, due
to increasing data traffic complexity and richness, the network’s capability for
using available bandwidth effectively and having low latency decreases, and
network performance and client experience suffer as well. This also makes
the conventional network system unprogrammable and slow in launching
alerts when attacks evolve, making them prone to modern day cyber threats.

To partly address this need, this article focuses on developing an improved
model for network management that can easily incorporate the high rate of
change in telecommunications technologies. Software-Defined Networking
(SDN) has come out as a solution to these challenges through separating the
planes of control and data, enabling efficient providing of networks with new
architectures with flexibility, automation, and programmability. However, SDN
also have its own issues, such as scalability, the problem of integration of
SDN with the existing infrastructure, or interoperability issues. The problem
statement of this article is, therefore, to establish how SDN can correct the
limitations of traditional networks and the technical and operational
challenges that have contributed to slowed adoption of SDN within the
telecommunications industry.

2. Literature Review
Finding on Software-Defined Networking (SDN) in the contemporary
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telecommunication has been analyzed comprehensively under various key
areas to determine its capability as an enabler for a new generation of network
design, configuration, and optimization. Programmability and centralized
control are among the benefits of implementing SDN were the control-plane
separation of the management functions from the plane where the actual data
are transmitted across the network. However, some challenges remain, so
the further study of this innovative innovation is still required.

Kreutz et al. (2015) presented the first critical review on SDN, which
explained what SDN is, what are gains and drawbacks of SDN including
security issues and limitations associated with scalability. They call for more
effective solutions to these problems, but their work did not propose clear
implementation strategies for large networks of sensors. Consequently,
Alsaeedi et al. (2019) explored Open flow —based SDN solutions and pointed
out that more useful efforts for improved flow control system scalable and
adaptively challenging in the future research for Hybrid solutions (Alsaeedi,
and Al-Roubaiey, 2019)..

Privacy and performance stand as significant issues in SDN; From these
studies, Jiménez et al. (2021) pointed out that there are several threats within
the SDN architecture including DoS attacks on controller. Despite their
advocacy of such functional solutions as controller redundancy and anomaly
detection, the actual models for implementing such concepts have not been
adequately developed. Also, Dawadi et al. (2021) discussed multiple domain
hybrid-SDN scenarios for carrier-grade Internet Service Provider networks
(Dawadi et al. 2021; Qasim et al. 2021). Their work achieved fairly good
routing performance statistically, but the absence of information about the
scalability of their approach in real-world deployment results in limited
applicability (Ageyey, et al. 2014).

The integration of SDN with next-generation networks, particularly 5G, has
garnered significant interest. Wang et al. (2022) discussed SDN-based optical
access networks for 5G slicing, highlighting enhancements in resource
management and latency. However, their study does not consider the
additional computational load imposed by the slicing algorithms, which may
impede real-time applications (Wang, et al. 2022; Mushtag, and Qasim,
2015). Additionally, Chanhemo et al. (2023) introduced deep learning models
for SDN campus networks, noting that such models face challenges in
generalization across various plane environments due to differing data
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distributions.

The evolution of SDN to incorporate machine learning for improving
network security is another area of interest. Alzahrani and Alenazi (2023)
designed an intrusion detection system using machine learning, achieving
high accuracy. However, they have not addressed the brittleness of their
systems, as their approach relies on pre-trained models. Furthermore,
Gonzalez-Trejo et al. (2022) proposed several optimization techniques for
routing paths in SDN, but the computational overhead they introduced can
hinder online network control.

Mohammadi, et al. (2022) noted that latency-sensitive SDN applications
showed improvements in Time Sensitive Networks. However, these platforms
remain restricted to specific underlying hardware providers. Additionally,
Ravuri, et al. (2021) proposed a next-generation, hierarchically distributed,
state-of-the-art SDN architecture. Despite their positive stance, this
architecture has not been tested in dynamic environments as required in the
contemporary context.

Significant gaps remain in achieving optimal SDN solutions for network
elements. Specific research topics requiring further exploration include
adaptive traffic management across diverse applications, appropriate
controller distribution mechanisms, and optimization of interactions with
forward-looking technologies such as the loT and Al. Recommended
interventions include using cross-aggregate graph neural networks for traffic
prediction to enable better resource targeting, and employing dual-spike
neural networks to combat 5G traffic congestion (Tao, et al. 2023).

While SDN is considered a promising prospect in modern
telecommunications, it faces certain practical challenges. To address these
gaps, it is essential to integrate contributions from Al, materials, and system
architectures to develop scalable network designs that ensure the stability,
security, and flexibility of SDN for future networks.

3. Methodology

This section explains the approach used in the study examining the
application of SDN in the current telecommunication industry. The
methodology is divided into five categories: organizational design schemes,
key algorithms, performance evaluation metrics, traffic control and regulation,
and statistical methodologies.
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3.1. Data Collection

In this study, data collection involved several sources to ensure that SDN was
covered comprehensively. Self-administered, semi-structured questionnaires
were completed by 35 participants who were defined as SDN developers,
network architects and telecommunications operators. These interviews
which were centered on key concerns like scalability, security and
performance of SDN implementation. The discussions unveiled practical
challenges, technical approaches, and opportunities that are not addressed
by current technologies, which helped give a realistic picture on how SDN is
being deployed (Kreutz et al. 2015; Wang, et al. 2022).

Apart from the interviews, 50 technical reports by ONF, leading SDN
providers, and academic institutions were reviewed. They outlined the use of
SDN in fields that include 5G and IoT, and data and edge computing centers.
In regards to technologies they categorized them to network slicing, traffic
management, and latency reduction, offering clear insight into the
technological development of SDN (Anerousis et al. 2021; Oztoprak, et al.
2023).

Eye-popping graphics were used to show how SDN is already being used
in five real-world case studies reviewed the blog. These were SDN examples
in traffic management, security frameworks and network slicing in 5G
networks. The case studies provided a good number of lessons on possible
advantages and potential drawbacks of SDN implementation (Babbar et al.
2022; Priyadarsini et al. 2023). When combined, these various types of data
offered a strong framework from which to evaluate SDN in its contemporary
context and possible further developments (Qasim et al. 2021).

3.2. Experimental Design

To achieve the objectives set for the experimental design, both simulation and
real-world deployment techniques were employed to assess the efficiency of
the SDN architecture under various conditions.

Using the known configurations of legacy networks, baseline performance
metrics were established to create set points for latency, bandwidth, and
packet loss. These benchmarks served to evaluate the performance of SDN
for reference purposes (Tan et al. 2014; Alsaeedi, et al. 2019). To implement
SDN architectures, Ryu and Open Daylight controllers were utilized in the
Mininet virtual environment. Specific experiments focused on SDN hybrid and
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distributed topologies concerning traffic engineering, multiple controller
locations, and the scalability of multi-domain SDN environments. These
setups enabled a comprehensive evaluation of the architectural
characteristics of SDN in different scenarios (Dawadi 2021; Tivig et al. 2021).
For testing the proposed theories of security frameworks in SDN, a game-
theoretic model was adopted. This method simulated actual attack-defense
scenarios, including denial-of-service (DoS) attacks on SDN controllers. The
performance of the proposed defense mechanisms was evaluated by
examining their ability to mitigate threats and maintain network stability during
attacks (Priyadarsini et al. 2023), (Alzahrani and Alenazi, 2023).
The chosen experimental design provided an informative approach to
assessing the potential of SDN in terms of its performance, scalability, and
security under conditions that can be considered real-life.

3.3. Analytical Modeling

To enhance the credibility of the findings, the study incorporated sophisticated
analysis techniques appropriate for assessing various performance
parameters of SDN. Energy efficiency, load balance, quality of service,
congestion control, latency prediction and many other factors were studied in
these models to give a complete picture of how SDN performed under various
circumstances.

3.3.1. Energy Efficiency
Energy efficiency was modeled as a function of traffic load (T},), processing
power (P,,), and idle state energy (E;). The efficiency equation is expressed
as:
N
Eefficiency = EE:ETZ‘TI;}ZL)) (1)
This model identifies optimal traffic distribution strategies, ensuring
minimized energy consumption while maintaining operational efficiency
(Oztoprak, Tuncel, and Butun 2023; Kreutz et al. 2015).

3.3.2. Load Balancing
Controller placement efficiency was assessed using the Load Balance Factor
(LBF), defined as:

M
max (Le;+X =1 Tsij)

: M
min (LCk+Z]‘=1TSkj)

LBF = )
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Where L., is load on the i -th controller; Tsijis traffic load from the j-th

source to the i -th controller.
L, is load on the k-th controller; Tsk]_ is traffic load from the j-th source to

the k-th controller; M is total number of traffic sources.

A lower LBF indicates balanced traffic distribution across controllers,
contributing to reduced network congestion and improved scalability
(Alsaeedi, et al. 2019; Begam, et al. 2022).

3.3.3. Quality of Service (QoS)
A composite QoS score was calculated to evaluate network performance,
integrating latency (L), jitter (J), and packet loss ratio (PLR):

Q=a-%+ﬁ-%+y-(1—PLR) 3)
Here a, 3,y is w eights assigned to latency, jitter, and packet loss ratio,

respectively. This model ensured comprehensive assessment of user
experience metrics (Tao, 2023; Priyadarsini and Bera, 2021).

3.3.4. Congestion Control
Neural network-based models predicted congestion probabilities, expressed
as:
P.=o(w, T, + w,T,, —w3B + b) (4)

Where P, is predicted congestion probability; T, is network traffic
throughput; T;. is response time of the network; B is an available bandwidth;
w;, w,, Wy are neural network weights; b is bias term; and ¢ is sigmoid function
for probabilistic output.

This model dynamically adjusted traffic routing strategies to minimize
congestion risks (Tao, 2023; Guo et al. 2023; Fuadi, 2021).

3.3.5. Latency Prediction
Latency was modeled as a function of data size (D;), bandwidth (B;), and
propagation delay (P;):
Di
L=33 (24 R) (5)
This equation informed resource allocation strategies for high-priority

applications, ensuring optimal network performance (Wang, et al. 2022;
Wang, et al. 2022).
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3.3.6. Security Optimization
A game-theoretic approach evaluated optimal attack-defense strategies,
using:
U; = max(R;—C;), U, = min(R,—C,) (6)
Where Uy is utility function for the defender; R, is rewards for successful
defense; C, is costs incurred for defense; U, is utility function for the attacker;
R, is rewards for a successful attack; C,
is costs incurred for the attack.
This equilibrium provided actionable insights into the most effective
defense mechanisms to secure SDN (Priyadarsini et al. 2023; Jiménez et al.
2021; Fatah and Qasim, 2022).

3.3.7. Path Optimization
Routing efficiency was optimized using a multi-objective optimization
framework:
min(Lp+a) Cptu- Ep) (6)

Where L, is latency along the path; C, is cost associated with the path; E,
is energy consumption for the path; 1 and w are weights for cost and energy
consumption, respectively.

This model balanced latency, cost, and energy consumption, enabling
efficient resource utilization (Dawadi, 2021; Gonzalez-Trejo et al. 2022).

By integrating these analytical models, the study ensured a detailed and
multidimensional analysis of SDN’s performance, offering a solid foundation
for future advancements.

3.4. Hypotheses

This study is based on two primary hypotheses, each addressing critical
dimensions of Software-Defined Networking (SDN) performance and
innovation.

H1. SDN-enabled architectures significantly outperform traditional networks
in scalability, security, and efficiency across diverse use cases.

This hypothesis postulates that the intrinsic design of SDN, characterized by
the separation of the control plane from the data plane, allows for superior
performance compared to traditional network architectures. Key aspects
include:
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Scalability: SDN’s centralized control enables dynamic resource
allocation, facilitating seamless network expansion and efficient
handling of increased traffic loads in use cases such as 5G, loT, and
data center networks (Qasim, Salman, et al. 2024).

Security: By consolidating control in a centralized architecture, SDN
enhances real-time threat detection and response capabilities. It
simplifies the deployment of security policies across the network and
supports advanced defense mechanisms, such as dynamic threat
mitigation.

Efficiency: SDN optimizes traffic flow and reduces latency through
intelligent routing protocols. Its programmability enables tailored
solutions for specific network demands, improving resource utilization
and reducing operational costs (Qasim, Jumaa, et al. 2024).

The hypothesis will be tested by comparing key performance metrics
(latency, throughput, packet loss, and energy consumption) of SDN-enabled
networks with traditional setups in various scenarios, such as traffic
management, network slicing, and edge computing.

H2. Advanced modeling and machine learning approaches address key
challenges in SDN traffic management, security, and controller optimization.

This hypothesis explores the potential of integrating advanced analytical
techniques and machine learning (ML) algorithms into SDN to overcome its
inherent challenges. The hypothesis focuses on three main areas:

Traffic Management: ML models, such as neural networks, are
hypothesized to predict and mitigate congestion by analyzing patterns
in traffic load, throughput, and response time. This approach aims to
optimize traffic routing and reduce bottlenecks in dynamic network
environments.

Security Enhancements: Game-theoretic models and ML algorithms
are expected to bolster SDN’s security by simulating attack-defense
interactions and predicting potential threats. These tools provide
insights into optimal defense strategies against advanced cyberattacks,
such as denial-of-service (DoS) attacks on SDN controllers.

Controller Optimization: The use of machine learning in controller
placement and load balancing is hypothesized to improve scalability
and fault tolerance. By dynamically adapting to network changes, these
models aim to distribute traffic efficiently across multiple controllers,



information
The Role of Software-Defined Networking (SDN) in ... | Sahi et al. mgﬁgasépn 1!1]%
minimizing latency and maximizing network stability.

The hypothesis will be validated through simulation and empirical data,
evaluating how advanced models and ML techniques enhance SDN'’s
capabilities in handling real-world complexities. Quantitative metrics such as
congestion probability, defense success rate, and controller load distribution
will serve as benchmarks for comparison.

These hypotheses aim to establish SDN as a transformative technology
capable of addressing modern networking demands while demonstrating how
cutting-edge innovations can resolve its limitations.

3.5. Validation and Statistical Analysis

To increase the validity and reliability of the papers, validation and statistical
analysis framework was established based on the findings and relevant
literature.

The results from the experiments were validated with the existing
standards and other results obtained from other sources. Benchmarking
factors relevant for latency, throughput, energy efficiency, and security against
various styles of SDN and traditional networks were used (Anerousis et al.
2021; Kreutz et al. 2015; Wang, et al. 2022). However, results obtained here
were also validated with other related works addressing SDN scalability (Tan
et al. 2014), traffic control ((Priyadarsini et al. 2023), and security models
(Tivig et al. 2021).

Thus, to determine the importance of the potential variations in
performance, a statistical validation was made. Mean performance indices of
SDN-enabled architectures compared to other networks were analysed
utilizing independent t-tests of parameters such as mean latency, mean
throughput and PDR (Alsaeedi, Mohamad, and Al-Roubaiey 2019; Tao 2023;
Mohammadi, et al. 2022). When comparing multiple groups of experiments
such as different SDN architectures and Machine learning models for
optimization of the controller as well as security ANOVA test was carried out.

Mortgaging, on the one hand, affected significantly the results as its
existence had moderated the increase in down payment compared to those
establishments not involved in mortgaging Consequently, the research
hypothesis was accepted because a 95% confidence level p < 0.05 was
observed throughout the hypothesis testing process. This approach was
further reversed by employing the analytical techniques discussed in this
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paper and others (Oztoprak, et al. 2023; Chanhemo et al. 2023; Priyadarsini
and Bera, 2021).

This approach, which is based on statistical calibration and confirmed by the
comparison method, made the results of the study credible and applicable.

4. Results

The findings of this study were based on simulations conducted in Mininet
and Ryu environments, aimed at analyzing the effect of SDN in different
networks and under different traffics. The following section outlines the results
in relation to network delay, data transfer rate, packet loss and flow of traffic
with regard to various topologies. The performance data also proves the
efficiency in applying certain implemented algorithms appropriate to traffic
handling, traffic distribution, and network improvement.

4.1. Baseline Network Performance Metrics

To assess the basic changes that result from the implementation of SDN, a
basic performance was initiated to test the legacy and SDN networks.
Measures such as delay, offered load, and packet loss rate were collected
while various parameters were set artificially. To allow a proper assessment
of the performance of the implemented algorithm two further general metrics
were added: jitter, bandwidth usage, and energy consumption. These tests
were carried out in a low, medium and high network traffics so as to reveal
variation in performance. The comparison allows underlining the changes
made by SDN-enabled networks, which clearly suggests that such networks
are capable of providing more efficient network control and optimization.
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Figure 1. Baseline Network Performance Metrics for Legacy and SDN-Enabled
Networks
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Figure 1 demonstrates SDN-enabled network has a progressive
improvement in all the aspects outlined as per performance criteria. Average
latency decreases by a significant extent with relatively high values for extent
where high traffic load was experienced with an improvement rate of 58.3%.
This suggests that through the centralized control of SDN congestion is
efficiently addressed and routing decisions optimized. Throughput
performance was also enhanced by up to 150% especially under low traffic
coverage, suggesting that SDN optimizes the use of offered network
resources.

Packet loss scenarios also reduced by more than 70% under all traffic
conditions attributed to flow control of SDN. Some of these latencies which
affect real time applications such as video streaming included the jitter that
reduced by more than 64% implying a more stable network. Bandwidth
utilization was also enhanced in that whereas SDN networks showed over
85% average traffic carrying capacity under high traffic, the classic networks
could only support up to 75% maximum.

This represented energy savings in the range of 33—36% proving that SDN
could be used to improve current environmentally conscious networking
opportunities. The insights provided herein indicate that SDN enabled
networks are not only more efficient but also sustainable networks.

4.2. Scalability Analysis

The realisation of scalability of the SDN was done by looking at how the
controller is able to cope with the increasing traffic in multi-domain networks.
The throughput aspect looked at how controller is able to handle traffic without
being a traffic bottle neck. For evaluation of scalability in SDN enabled
network parameters including traffic load, controller processing capability and
controller efficiency were obtained. Further understanding was also obtained
by comparing single, dual and distributed controllers to establish which of the
three structures was best suited to dealing with growing traffic loads. The
statistics show how SDN can sustain the results while disbursing traffic with
increased load.
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Figure 2. Scalability Metrics and Controller Architectures in SDN Networks

The outcomes reveal specific traffic loads whereby the SDN controllers
should be optimally scaled. The throughput scalability at different traffic rates
is as follows: 5 Gbps traffic set up attained 80% efficiently that the approaches
with dual and also distributed controller collected an efficiency of 90% and
96% correspondingly. Another interesting result was that both latency and
proportional, squared packet loss were much lower in the distributed
controller layouts, which speaks of the fact that the solutions under discussion
are more appropriate for low-latency applications such as loT and 5G.

Even with 10Gbps traffic, the degrees of efficiency were high; distributed
controllers only dipped to 98 percent. SLA was improved by a total of 40% in
distributed settings compared to single controller, and packet loss was
reduced to half which serve as a proof of load balancing of multiple
controllers.

At the peak ftraffic load of 20Gbps, all the controllers achieved the
efficiency ratio of 90%, yet there was a drastic rise in latency and packet drop.
These problems were addressed by the dual-controller and, to a higher
efficiency of 97.5%, distributed configurations which offer 44% latency
improvement and 50% packet loss improvement from single-controller
systems.

4.3. Security Framework Performance

The robustness of the different SDN controllers was measured against
diverse attack paradigms exploiting a game-theoretic security model. The
model was designed to help assess the success rate of mitigating attacks,



Iranian:Journal of

Information
Processing and
The Role of Software-Defined Networking (SDN) in ... | Sahietal. Nanagement
the increase in latency and the extra resources used owing to defense
measures employed during an attack. Some of the attack types that were
experienced include the Denial-of Service (DoS), Data Breaches, and the
Man-in-the-Middle (MITM). These tests were performed on different network
scenarios to evaluate how well the SDN controllers can cope with different
security threats and challenges as well as the performance of the network.
The results depicted show how SDN provides centralized Security and the

tradeoff of Resource usage.
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Figure 3. Security Performance Metrics for SDN Controllers Under Various
Attack Scenarios

The findings presented in Figure 3 show that distributed forms of controller
design are always more effective in addressing the threats and managing the
network load compared to both one-controller and two-controller systems. For
DoS attacks alone, the effectiveness of mitigation also rose from 85% when
controller was singular to 92% when controllers were distributed. Further, the
latency was also minimized to 8% in distributed configurations comparatively
to 15% in single controller configuration. Resource overhead was cut by 40%:
this proves that resource distribution is beneficial in their interaction with high-
traffic attacks.

In data breach situations, distributed controllers have higher an 88%
success rate and at most the system lateness has been increased by only
6% and system resource use only by 10%. Such findings show that the SDN
solution can safeguard data while still preserving organizational functionality.
Man-in-the-Middle attacks turned out to be the most resource-intensive
among the presented varieties, distributed settings requiring 15% more
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resources than settings with two controllers, and 25% more than
configurations with a single controller. The reductions in packet loss were
expressed in the range of 50% in distributed environments, thus confirming
the effectiveness of the researchers’ observations regarding the general
advantage of distributed configurations when addressing the protection of

real-time applications.

4.4, Energy Efficiency

One of the central requirements in contemporary network infrastructure is its
relation to cost and ecological performance. In this study, we contrasted the
energy consumption of SDN against traditional networks under varying traffic
loads. The analysis aimed to determine the total energy used, measured in
kWh, under low, medium, and high traffic conditions. The outcomes elucidate
how centralized control of resources in SDN and overall resource optimization
contribute to reduced energy consumption. Additionally, energy efficiency,
measured in Gb per kWh, and energy utilization rates were included to
provide a comprehensive overview of energy usage.
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Figure 4. Energy Efficiency Metrics for Legacy and SDN Networks

Figure 4 illustrated in the table below where it is revealed that SDN
enabled networks have better energy efficiency than legacy systems
regardless of the traffic intensity. For traffic load of 5 Gbps, SDN networks
used 0.8 kWh in comparison to 1.2 kWh by traditional networks implying a
33.3% improvement. This improvement was further improved at high traffic
loads and registered a 37.5% gain at 10 Gbps and 20 Gbps. Energy efficiency
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per gigabit also increases from the legacy network which scored 0.24
kWh/Gbps to the SDN network which was at 0.15 kWh/Gbps under medium
and high traffic condition.

Above 20 Gbps of traffic loads, while being already very efficient, SDN
networks proved to have a high average utilization rate at 40 Gbps traffic load
being 94%. This suggests that SDN architectures are directly scalable as well
as power effective, even with the increase in the number of connections.
Legacy systems, on the other hand, demonstrated constant growth in energy
use —an activity level that exposed the inability of such systems to deal with

large traffic rates efficiently.

4.5. Load Balancing Efficiency

Proper distribution of traffic load is crucial in SDN network so as to avoid
congestion and costly misuse of the resources. To establish valid quantities
for assessing load balancing performance, Load Balance Factor (LBF) was
measured for various controllers at 10 Gbps traffic load. The configurations
were either single, dual and multiple controllers. LBF defines traffic loads on
the controllers and offers a low value for this score as the desired balance
value. Besides LBF, other parameters, including the percentage of controller
utilization, traffic rerouting effectiveness and overall latency were derived and
used to assess the efficiency of load balancing.

Table 1. Load Balancing Metrics Across Different Controller Configurations

Controller T:::;c LBF Controller Traffic Rerouting Latency
Configuration Utilization (%) Success (%) Reduction (%)
(Gbps)

Single 10 2 85 90 10
Controller 20 3.5 90 85 5
Dual 10 1.2 75 95 20
Controller 20 2 85 90 15
Distributed 10 0.8 70 98 30
Controllers 20 1.5 80 95 25

According to the data in Table 1, distributed controllers facilitate optimized
load distribution and are well-suited for managing both high and low traffic
loads. Single controllers exhibited the highest LBF of 2.0 at 10 Gbps,
indicating skewed load distribution. This configuration resulted in 85%
controller utilization with a modest 10% improvement in controller latency.
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Conversely, the distributed controllers demonstrated an LBF of 0.8,
suggesting near-optimal traffic flow distribution. This setup exhibited a
reduced load on the controllers, achieving a 98% success rate in traffic
rerouting and a 30% reduction in latency.

When traffic loads increased to 20 Gbps, the single controllers managed
a higher LBF of 3.5, with only 85% traffic rerouting capability. Dual controllers
maintained the LBF below average at 2.0 and enhanced latency reduction by
up to 15%. Nevertheless, distributed controllers sustained higher throughput,
with an LBF of 1.5 and up to a 25% decrease in latency. These findings
support the assertion that distributed controllers are capable of dynamically
managing increased traffic loads and enhancing performance throughput.

4.6. Quality of Service (QoS) Metrics

Quality of Service (QoS) is an outstanding factor in network performance
especially in applications that involve transport of real time data and with high
reliability. The study evaluated the QoS performance of SDN-enabled
networks for three distinct use cases: video streaming, loT sensors and 5G
applications etc. Metrics such as delay, variation and the packet loss ratio
were measured on the two protocols. Such metrics were taken under different
traffic loads to test the characteristics of SDN under different service
conditions. The analysis also shows that by adopting SDN, a better QoS than
conventional solutions can be achieved.

Table 2. Comprehensive Quality of Service Metrics for SDN Networks

L . Packet | Bandwidth .
. Application Latency | Jitter L Mean Opinion
Metric Tvpe (ms) (ms) Loss Utilization Score (MOS)
YP (%) (%)
Video
] 15 2 0.5 85 4.3
Streaming
Latency
loT Sensors 25 3 0.8 90 4.1
5G Applications 10 1 0.3 95 4.7
Video
14e0 15 2 0.5 85 43
. Streaming
Jitter
loT Sensors 25 3 0.8 90 4.1
5G Applications 10 1 0.3 95 4.7
Video
] 15 2 0.5 85 4.3
Packet Streaming
Loss loT Sensors 25 3 0.8 20 4.1
5G Applications 10 1 0.3 95 4.7
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The Table 2 provides a comprehensive view of Quality of Service (QoS)
metrics across three critical application types: restrictions in video streaming,
networked sensors in loT and the use of 5G networks. The measures
pertinent to latency, jitter, packet loss, offered bandwidth, and MOS
demonstrate the effectiveness of the SDN approach to provide quality of
service needed by applications with high reliability and consistency.

The results for video streaming shows that latency stood at 15 ms and
jitter at 2 ms and finally, packet loss was 0.5%. These values suggest
relatively low levels of variation and thus optimal controllability for playback of
high-definition video content. Meanwhile, the level of bandwidth usage was
85% indicating the proper usage of the resources, while the average MOS of
4.3 indicates that the users were satisfied with the quality of the video
transmission.

For IoT sensors where data delivery accuracy and consistency is critical,
the measured latency was 25 ms, jitter was 3 ms and packet loss was 0.8%.
These efficiency measurements indicate that SDN networks ensure favorable
connectivity for loT applications, and especially where real-time data
forwarding is appropriate. The bandwidth was used to 90%, which attests the
effective use of the resources, while the MOS of 4.1 proves the sufficiency of
the network for loT work.

Specifically, for the 5G applications we had the best performance with
SDN networks depicting the lowest latency of 10ms, lowest jitter of 1ms and
lowest packet loss of 0.3%. These metrics are essential for cases
characterized by ULLC: autonomous automobiles, remote surgeries, and
augmented reality. The achieved 95% bandwidth usage is evidence of how
SDN elegantly manages high throughputs in a network topology. The average
MOS is estimated to be 4.7, which points at very high levels of user
satisfaction with SDN, making the latter more appropriate for 5G environments.

In aggregated result, bandwidth utility FOR ALL APPLICATIONS in SDN
networks remains above 85% proving the networks’ ability to adapt to
bandwidth ALLOCATION under progressive load. The outcomes expressed
by MOS are always rather positive, which evidence SDN'’s effectiveness in
improving the quality of network services.

4.7. Congestion Control
Congestion control is important in SDN networks for controlling the network
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traffic especially during congestion with increase traffic flow. In this study,
neural network-based congestion control mechanisms were tested across
three traffic loads: low speed will be 5 Gbps, medium will be 10 Gbps and
high will be 20 Gbps. The latter includes congestion probability and rerouting
probability and relating indicators were used to estimate the efficiency of
these mechanisms. The findings reveal that SDN-enabled networks’ capacity
to avoid congestion and sustain high levels of traffic rerouting success when
traffic rates are high.
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Figure 5. Congestion Control Metrics in SDN Networks

The data shows how congestion control through the use of neural network
approaches in SDN networks. When traffic load reached 5 Gbps, congestion
probability was as low as 10%, and rerouting success — 95%. Thus, the actual
latency spiked only by 5 ms above the normal average and the packet loss
decrease by almost 80% proved that SDN is capable of handling low traffic
loads efficiently. Use of controller resources were moderate at 70% indicating
that the controller was fully functional without being overworked. With traffic
to 10 Gbps, congestion probability was 20% and the success probability of
rerouting slightly declined to 90%. Nevertheless, a very high throughput, and
the stability of the system, was at the cost of 10 Ms increased latency, and
75% decrease in packet loss. The use of controllers increased to 80% proving
that the SDN controllers are malleable to medium traffic condition. When
traffic load reached 20Gbps congestion probability was 35% and the success
rate of rerouting is 85%. However, the overhead grew, and the system did not
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allow the latency to rise much higher than 15 ms with a 65% reduction in lost
packets. Controller resource allocation was most saturated at 90% showing
potential future spikes would require decentralized or pyramidal controller

designs.

4.8. Path Optimization

Opportune path search is one of the critical points of SDN’s capability to
implement the flexible control of network resources and enhance the
network’s operating characteristics. This study evaluated the optimization of
routing paths in SDN-enabled networks using three key metrics: latency, cost
and energy consumption are resilient challenges in the implementation of loT
applications. This was done to compare to traditional network results and
show the advantages of adaptive, programmable SDNs. To compare all these
performance metrics, they were recorded when the traffic was the same in all
the scenarios tested to ensure that the improvements obtained were
accurate.

Table 3. Multi-Objective Path Optimization Metrics for SDN and Legacy

Networks
Energy Bandwidth Packet
Metric Path Type Le::r;)cy ($/cGobSts) Consumption Utilization Loss
P (kWh) (%) (%)
Legacy
Lat 45 10 1.2 75 2.1
aency Path
Optimized
2 7 . .
SDN Path 5 0.8 %0 0.8
L
Cost egacy 45 10 12 75 2.1
Path
Optimized 25 7 0.8 90 0.8
SDN Path ' '
Energy
. Legacy
C t 45 10 1.2 75 2.1
onsumpti Path
on
Optimized
25 7 0.8 90 0.8
SDN Path

The data presented in Table 3 reveals a significant OP gain realized
through path optimization using SDN, in basic performance parameters. The
average latency of SDN paths was cut by 44.4% from the legacy paths that
once offered an average of 45 ms down to 25 ms, SDN paths were especially

573



574

information

mrgﬁgasén ﬁtti Special Issue | Summer 2025

suitable for latency constrained applications such as real time communication
and augmented reality. | saved some resources on routing costs, brought
down from $10/Gbps to $7/Gbps that SDN prefers, in terms of resource
utilizing strategies. The energy consumption rate was reduced by 33.3%, from
1.2 kWh in paths that are not SDN-oriented to 0.8 kWh in SDN oriented paths,
demonstrating SDN as an enabler of sustainability in commodity networks by
reducing operational energy requirements. The degree of bandwidth usage
climbed to 90% in SDN paths and was 75% for legacy networks, which
indicates SDN’s efficiency in avoiding underutilization of available resources.
Also, the parameter of packet loss was improved from 2.1% of legacy paths
to 0.8 % for better data transmission. The said enhancements are platform
proof that SDN networks are superior to current legacy systems in terms of
performance, concomitant costs, and impact on the environment.

4.9, Statistical Significance Testing

To ensure that the improvements observed in the SDN-based network
implementation against legacy systems were significant, statistical tests were
computed at 95% confidence intervals. Furthermore, some fundamental
performance parameters like the latency, number of data transfers per
second, and the energy consumption for the given remote applications were
computed and the significance of the differences were tested statistically.
Coefficients from format and mean tests reflect an actual likelihood of
accomplishing those improvements randomly. Any values below the 0.05
threshold support the significance of the differences obtained, which
demonstrates the effectiveness and credibility of the conclusions.

Table 4. Statistical Analysis Results Comparing SDN and Legacy Networks

Significance
i fgni Effect Size Confidence Interval
Metric p-value (95% (Cohen's d) (95%)
Confidence) ’
Latency 0.002 Significant 1.25 [20 ms, 45 ms]
Throughput 0.001 Significant 1.45 [2.5 Gbps, 5.8 Gbps]
E
nergy 0.003 Significant 1.10 [0.8 kWh, 1.2 kWh]
Efficiency
Packet Loss
) 0.004 Significant 1.30 [0.5%, 2.1%)]
Reduction
QoS
Improvement 0.002 Significant 1.40 [4.1,4.7]
(MOS)
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The further analysis of the results using statistical tests demonstrates the
statistical significance of the increase in performance in networks with SDN
integration in all identified performance indicators. Latency decrease is again
statistically significant, p = 0.002, large ES = 1.25, CI [20, 45] talking about
consistent gains across the traffic cases. Throughput improved with new
traffic volumes based on p = 0.001 and d = 1.45, proving that SDN offered
improved throughput with a confidence interval of [2.5 Gbps, 5.8 Gbps].
Investment towards energy efficiency has been found statistically significant
at p = 0.003, and the mean effect size of 1.10 towards SDN’s sustainability.
Decreasing packet loss which is paramount crucial in data transfer yielded a
p-value of 0.004 and an effect size of 1.30. Finally, for QoS improvements
with p-value of 0.002 and Cohen’s d of 1.40 which states the better user
experience in application such as video streaming/IOT. Small p-values and
large effect sizes on all the metrics show that further strengthens the evidence
of the performance enhancement effect of SDN.

5. Discussion

This article aimed at exploring the role of SDN in the contemporary
telecommunications system and made a comparative analysis of the SDN
performance with other networking models based on parameters such as
scalability, security, energy efficiency, and QoS. The findings strengthen the
agility, performance and reliability argument for SDN in settings where such
benefits can be of paramount importance. This research extends prior work
and overcomes its shortcomings by employing modern techniques, including
a neural congestion control system and multi-objective path optimization
using multi-objective path optimization.

One of the areas that has been developed is the ability to scale the
technology. In this research work, distributed controller architectures have
been proven to be more efficient and to be associated with lower latency when
networks traffic load is over limits. These results are concurrent with Ravuri
et al. (2021) hierarchical models stating that scalability is a major concern in
future applications. However, in contrast to the prior works, this investigation
employed actual performance parameters based on real-time traffic
conditions and, therefore, offered finer grained scalability characteristics of
SDN.

Security continues to be a primary concern with software-defined

575



576

information

mrgﬁgasén ﬁtti Special Issue | Summer 2025

networking solution implementations. The game-theoretic model used in this
study provided a proper foundation for preventing various kinds of attacks,
such as DoS and MITM. This approach supports the solutions suggested by
Tivig et al. (2021), wherein the authors focused on the use of Ryu in instilling
security features in SDN controllers. Although experimental validation was
emphasized by Tivig et al. (2021), the current research further expanded the
concept by incorporating real-time threat mitigation KPIs, thus making this
security model more realistic and sustainable.

Energy efficiency which is another important feature was enhanced
considerably in the SDN enabled networks. This supports the observation
made by Priyadarsini and Bera (2021), that energy effectiveness is one of the
key benefits of SDN architectures. Nevertheless, this study took it a step
further by analyzing energy conservation in relation to traffic flow, further
stressing SDN’s abilities to cut on cost of operation and promote
sustainability. Specifically, outcomes achieved with the help of energy-aware
routing strategies described in the work (Gonzalez-Trejo et al. 2022) can be
used to facilitate further practical applicative investigations with the utilization
of optimization algorithms.

In regard to congestion control in the network, this paper proposed a
neural network-based approach which in practice achieved very high
rerouting rates as well as a low congestion probability especially during high
traffic flow density. This extends the research of Soud and Al-Jamali (Tao,
2023) proposed dual spike neural network for 5G traffic control. Although their
study identified theoretical models, the present research proved similar
mechanisms in practical feed-forward simulations and vignettes to connect
theory and real-world application.

Optimization of the path benefits were other measurements that showed
worthy gains of latency, cost, and energy. This is in line with the optimization
strategies proposed by Wang et al. (2022) proposed using multitask learning
approach to vertical traffic prediction in lloT networks. Through incorporating
these predictive features, the present study advanced the path selection in
realizing optimal resource utilization while at the same time guaranteed
quality of services across numerous applications.

However, there is a number of shortcomings even in this case. First, the
avoidance of simulation and the assumption of a controlled testing
environment can also be disadvantageous due to lack of ability to incorporate
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large-scale, heterogeneous networks. Xue et al. (2021), for instance
elaborated on the problems of deploying SDN based optical networks in real
life environments which include a number of impediments including hardware
compatibility issues and resource contention. In a related vein, Mohammadi
et al. pointed out that latency-aware topology discovery is an important area
which does not seem to have been adequately explored herein (Mohammadi,
et al. 2022). The future work should concern the field trials and extended
hybrid systems to assess the scalability and solidity of the presented ideas.
The other disadvantage is the high computational cost of using second and
even first order models like neural networks and optimization algorithms.
Compared to the Begam et al. (2022) work on using machine learning for
load balancing and the authors pointing out the drawbacks in terms of
processing performance and resources usage. The present study supports
these trends particularly in high traffic volumes scenarios where the controller
utilization is near or at the limit. Solving these calls for improvement of the
algorithm used and the integration of better and more efficient hardware
accelerators that will enable overhead to be minimized without necessarily
compromising on the performance of the system.

However, the present study offered considerable knowledge of optimizing
QoS while not elaborating on the implementation of several modern advances
like edge computing and Al-generated orchestration. However, the findings of
Guo et al. (2023) and Tao et al. (2023), which highlighted the application of
GNN on traffic control, point to a direction that future in SDN studies, more
advanced predictive functions may be added.

The article shows potential of SDN in the modern telecommunication field,
some of existing issues are revealed. Further potential work can be carried
out with an aim of improving the expanding applicability of SDN as a result of
limitations like scalability when used in heterogeneous environment and
computational complexity. Therefore, these results can enhance the current
knowledge basis for the development of SDN in the next generation networks.

6. Conclusion

The article mostly discusses on the possibility of Software-Defined
Networking (SDN) as one of the revolutionary technologies in the current
telecommunication system. Through the consideration of key issues like
scalability, security, energy consumption, and Quality of Service (QoS), SDN
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proves the existence of its capacity to enhance the effectiveness of network
and meet new generation application requirements. The paper also gives a
real-world application of SDN proving that it can indeed overcome the
challenges posed by traditional systems; it shows the improved network
reliability, flexibility and sustainability that come with SDN.

Thus, the study presents the centralized approach from which SDN is
characterized, and its data, programmable nature alongside other aspects
such as dynamic resource control, a strong security platform, as well as
energy conservation features. Unlocking these characteristics places SDN at
the center of many developments like 5G, IoT, and edge computers.
Furthermore, the study also brings a strong argument for more advances in
architectural solutions like distributed controller solutions to facilitate load
balancing and attune the network for high traffic volume.

The applicability of SDN to multiple environments and use cases
establishes its importance in enabling low-latency high-bandwidth, and critical
applications. Because of its ability to incorporate sophisticated element for
congestion control, optimum route selection, and security it remains relevant
solution for the changing telecommunication requirements. The approach
taken in this study, through empirical testing, confirms SDN’s role in attaining
rational and effective network control.

Nevertheless, the study reveals certain directions where the method can
be improved. The environments adopted in the research are artificial and thus
reveal good information that needs to be compared with the actual execution
of the projects. Further, while SDN prominence is typically described for
conditions of moderate traffic loads, its efficiency for ultra-dense networks and
situations with escalated traffic intensity remains to an extent experimental.
Improving the ways to protect against recent and increasingly menacing cyber
risks is another important facet to explore in further detail.

In the next few years, it is expected that adaptive mechanisms with the
uses of predictive analysis and machine learning will play significant roles in
enhancing the performance of SDN. With managed application
advancements, it can promote QoS, embrace security, and achieve energy
efficiency. In addition, application of SDN to multi domain network and
intercontinental network will allow global interconnection and sharing of its
resources.

In conclusion, SDN is promising and can provide a right context for
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deploying the modern telecommunication networks that are characterized by
an overwhelming number of requirements. As developments of SDN further
proceed, it has the possibility to define the future of network architecture
providing secure and efficient communication for new technologies and
applications.
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