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Background: Smart city technology solutions have recently
ramped up the utilization of drones with Internet of Things
(IoT) technologies for improving smart city systems. loT
sensors combined with real-time communication ad hoc
network drones are also another area with great potential
including ftraffic monitoring, environment management,
disaster management, etc. Nevertheless, issues regarding
energy consumption and density, the number of nodes that
can be incorporated into the network, as well as the issue of
avoiding collisions between the signal sent by one node with
the signals that may be transmitted by other nodes are still
observed as essential impediments to the wide application of
WSNs.

Objective: The article seeks to propose and assess
algorithms for operating drone-loT systems whilst dealing
with issues like energy efficiency, real-time data
communication, avoiding mid-air collisions, and dealing with
the increasing number of systems in crowded urban areas.

https://doi.org/10.22034/jipm.2025.728347
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Methods: This study utilizes a two-time algorithm technique that was adopted from
the prior study. The first algorithm provides a method for speed and position control of
drones, ensuring that the distance between the drones is sufficient and not violable.
The second algorithm is centered on energy reduction, which selects the precise
energy usage by employing path planning in real time. The effectiveness of these
algorithms was determined using simulation models with respect to metrics including
latency, energy consumption, and scalability.

Results: The proposed system revealed the systems’ improvements in energy
efficiency, fewer collisions, and strong scalability of drone management. Main
conclusions possible to conclude during the experiment reveal the system’s generic
aptitude to the different urban situations and its stability in changing traffic conditions.
Conclusion: The article presents a scalable and efficient solution for extending drone
applications to smart cities using loT platforms. In this way, the results can serve as
the further theoretical and experimental base for investigating the trends of
management and the infrastructure of cities.

Keywords: Smart cities, Internet of Things (loT), drones, UAVs, data analytics, urban
infrastructure, traffic monitoring, loT integration, real-time data, predictive
maintenance.

1. Introduction

The growth of urban society and the complexity of management systems
have led to a transformation in city management by leveraging technologies
that enhance efficiency, safety, and livability. Among these innovations, the
Internet of Things (loT) and Unmanned Aerial Vehicles (UAVs or drones)
have become integral to smart city networks (Qasim and Jawad 2024). loT
connects and manages multiple devices through data-sharing networks,
while drones, equipped with advanced sensing capabilities, offer solutions for
various urban issues, including traffic monitoring, environmental monitoring,
and emergency response (Honcharenko et al. 2024). The adoption of loT and
recent advancements in drone technology enable real-time data collection to
better manage smart cities aligned with sustainability and quality of life goals
for citizens (Hoque et al. 2022).

Both drones and loT, as individual technologies and when used
collectively, contribute significantly to smart city projects. loT devices monitor
city infrastructure and environmental conditions, analyzing collected data
using advanced analytics, including Al. For example, loT sensors can
measure air quality, traffic congestion, and energy usage. Drones, with their
mobility, can access areas that are challenging for ground-based systems,
such as rooftops, densely populated regions, or disaster-affected zones. The
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combination of drones' mobility and loT's data processing capabilities results
in innovative, intelligent systems that respond to real-time events for
surveillance and control. Earlier research indicates that lIoT has positively
impacted service delivery, resource management, and environmental
concerns in urban areas (Srivastava 2022).

Surveillance and monitoring are among the many areas that benefit from
drone technology in smart cities. As metropolitan areas grow, the demand for
improved traffic control and enhanced security increases. Intelligent drones
with high-definition cameras and loT sensors can capture traffic images,
detect signals, and feed information to traffic control centers (Qasim et al.
2022; Ali et al. 2024). This real-time data aids decision-making regarding
traffic light changes, road closures, or emergency vehicle routing. Drones are
particularly suited for monitoring public events and spaces where other
techniques may be impractical (Gohari et al. 2022).

Additionally, drones and IoT sensors can monitor air pollution and noise
levels, essential parameters for planning smart city functions and monitoring
citizens' health conditions (De Fazio et al. 2022). However, implementing
drones and loT in smart cities involves challenges, such as network
availability, congestion, and data security. The vast amount of data produced
by loT devices and drones can lead to network overload, compromising data
timeliness and accuracy. Moreover, transmitting real-time aerial images
poses significant data security challenges and potential cyber risks (Qasim,
Jawad, and Majeed 2023). Strong encryption and secure data channels are
necessary to mitigate these risks, as highlighted in several studies (Jghef et
al. 2022). Regulatory frameworks also influence drone utilization within cities
due to aviation and privacy laws (Tran and Nguyen 2022).

Addressing these challenges requires efficient, secure, and robust
networks supporting loT devices and drones. Disparate technologies can
operate efficiently in complex urban environments when managed by Al-
enhanced predictive control algorithms. Predictive maintenance helps city
officials identify and address infrastructure issues before they escalate,
saving costs and time. Drones integrated with 0T enhance the efficiency of
smart city networks in managing daily and emergency situations, promoting
urban resilience and sustainability (Yu et al. 2022).

The combination of drones and IoT in smart city networks holds significant
potential for advancing urban development. However, successful deployment
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depends on overcoming technical, regulatory, and security obstacles. Further
investigation and collaboration among technology suppliers, city managers,
and legislative bodies are essential for the effective implementation of loT and

drones in future smart cities.

1.1. The Aim of the Article

The article aims to map and advance research directions concerning the
integration of drone and loT technologies within smart city contexts. Major
operational challenges for drones include energy consumption, context
responsiveness, obstacle avoidance, and scalability. Through proposing,
designing, and assessing enhanced algorithms, this investigation seeks to
ensure that drone-loT systems are effectively calibrated to meet the diverse
urban demands, ranging from traffic monitoring and environmental
assessments to disaster management.

Building upon the literature review, this research highlights the limitations
of conventional solutions and the necessity for practical, sustainable, and
effective approaches to meet the needs of future urban infrastructures. The
introduced system enhances contextual applicability by utilizing data
collected from the operational environment and employing adaptive
algorithms. Consequently, key factors contributing to the safety, energy
efficiency, and reliability of drone operations are dynamically achieved.
Additionally, it addresses current research gaps through a systematic
approach that integrates issues such as latency reduction, energy
optimization, and network scalability.

Therefore, this article aims to enhance the understanding of drone-loT
integration in smart cities by developing a comprehensive framework that
meets contemporary management requirements. The identification of
contextualized outcomes and the prescribed strategies and methods in this
study support the advancement of innovations for the prudent and reliable
development of urban infrastructures. Ultimately, these advancements aim to
improve the quality of life for city dwellers and address the complex
challenges posed by modern urban environments.

1.2. Problem Statement
The increasing demand for urban housing has accelerated city growth rates,
leading to the development of complex infrastructures that require innovative
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management approaches. Specifically, loT-enhanced drones have become
instrumental in addressing urban development challenges such as traffic
congestion and air pollution. However, several critical issues significantly
constrain the functional effectiveness, expandability, and stability of drones in
smart cities.

One primary challenge is power consumption. Despite their advanced
capabilities, drones have limited battery capacity, restricting their range and
flight duration. Traditional path planning models often fail to account for
environmental changes, leading to inefficient energy use. It is essential to
emphasize that without efficient energy management, the large-scale
deployment of drones remains doubtful.

Another issue involves avoiding collisions in urban areas with high traffic
intensity. As the number of drones in a specific area increases, so does the
likelihood of accidents. Current approaches are primarily feed-based or
limited to a fixed number of trajectories at a time, making them unrealistic for
dynamic environments.

Additionally, network scalability poses a significant challenge to the
integration of drones and loT. High-density networks are prone to lower
throughput, increased latency, high packet drop rates, and bandwidth
bottlenecks, which hinder the effective handling of real-time data in urban
areas. Current models do not adequately address these problems, resulting
in non-scalable and unstable performance under high loads.

The lack of robust data protection mechanisms and reliable
communication further complicates drone-loT system integration. Flaws in the
communication process undermine the security and reliability of these
applications in critical areas such as disaster management and law
enforcement.

This study addresses these challenges by proposing robust techniques for
energy efficiency, obstacle avoidance, and network scalability. The research
significantly contributes to the development of recent, optimal, and
dependable approaches to support drone-loT synergy in contemporary smart
cities.

2. Literature Review
The interactive management of smart cities through the integration of drone
and loT technologies encompasses aspects such as timely data acquisition,
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efficient service delivery, and improved urban planning. This rapidly growing
domain has garnered significant attention from scholars, with numerous
important works providing insights into application, methodology, and
correlations. However, there remain areas that require further exploration,
necessitating new ideas and methods to advance this field.

Recent research has focused on the durability of UAVs within loT systems
and networks. For example, Alsambhi et al. (2021) explored the application of
UAVs in supporting green loT applications in BSG networks, considering
energy perspectives (Alsamhi et al. 2021). While their work demonstrates
positive environmental impacts, it does not address the implementation of
these measures in large cities. Similarly, Abbas et al. (2023) conducted a
survey on UAVs for smart cities, emphasizing control system aspects (Abbas
et al. 2023). However, their assessment does not consider the compatibility
of UAV models from different manufacturers, a crucial factor for UAV
application.

Security and privacy also present significant challenges. Yahuza et al.
(2021) offered a taxonomy of security threats in the Internet of Drones (loD)
and emphasized the need for robust cryptographic techniques (Yahuza et al.
2021). Despite their valuable insights, the research does not propose
effective, tangible solutions for urban settings where security breaches could
cause serious harm. In a related context, Amodu et al. (2023) proposed a
general architecture for age-aware data collection in UAV-aided sensor
networks and investigated optimal operational design. However, they could
not provide the real-time response essential for high-density loT infrastructure
in urban areas (Amodu et al. 2023).

Environmental monitoring is another area of interest. Alshbatat (2023)
introduced autonomous hexacopters for air quality management, contributing
to sustainable development (Alshbatat 2023). However, this approach does
not consider integration with other IoT systems or address the replication of
such solutions across entire cities. Asaamoning et al. (2021) examined drone
swarms as networked control systems, focusing on coordination. Their work,
however, fails to consider network delay, a critical issue for real-time urban
applications (Asaamoning et al. 2021).

Pavlenko et al. (2023) identified potential Al applications to support UAV
activities, suggesting Al solutions to enhance control system effectiveness
(Pavlenko et al. 2023). While promising, their work does not address energy
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consumption during extended use, a key requirement for smart city
applications. Similarly, Sun et al. (2021) utilized deep reinforcement learning
to optimize urgency and power consumption in UAV-based data gathering.
This model remains largely conceptual, with limited testing in real-life
applications (Sun et al. 2021).

Urban traffic management also benefits from drone and loT integration.
Bisio et al. (2022) discussed drone-based road traffic monitoring systems and
concluded their utility for traffic control (Bisio et al. 2022). However, their study
does not illustrate the integration of these systems with existing smart traffic
systems. Lucic et al. (2023) described opportunities for UAVs in dynamic
aerial infrastructures for smart transportation systems but did not address the
security threats of these networks (Lucic et al. 2023). Additionally, Salunke
(2023) introduced predictive modeling based on drone imagery for smart
traffic lights, without considering its applicability in high-density areas
(Salunke 2023).

The literature also highlights the potential for industrial loT applications.
Miao et al. (2023) described optimization methods for mobile path planning of
drone swarms within mobile edge computing, including network
congestion(Miao et al. 2023). However, this study is confined to industrial
areas, limiting its applicability to smart cities.

Despite these advancements, there are limitations in current research.
Concerns regarding scalability, interoperability among loT systems, and
security solutions persist. Long-endurance flights for UAVs and integration
with existing smart city platforms remain unmet needs. Moreover, little work
guarantees low-latency and real-time response for high-incidence loT
applications (Mushtaq et al., 2015).

Future research should focus on developing structures that align UAV and
loT technologies, achievable through modular designs that enable greater
scalability. Security issues could be addressed with more sophisticated
cryptographic tools, such as blockchain solutions, while power consumption
problems might be resolved with Al-based optimization (Jawad 2022). Edge
computing and network slicing can enhance real-time responsiveness.
Additionally, pilot studies of theory-based innovations should be conducted in
sampled urban contexts to assess practical feasibility and compatibility.
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3. Methodology

To assess the integration of drones and loT with the agility that smart cities
interconnect, this study employs an extensive research method. Built on
system design, simulation, experimental validation, and advanced algorithmic
modeling, the specific method examines various operation issues,
optimizations, and possible solutions.

3.1. System Architecture Design

The proposed system architecture is organized into three interconnected
layers: Data Sensing, Data Processing, and Application are the three most
important aspects of IoT. Such a structure enables precise data collection
methodology, timely data processing, and quality information in support of
intended smart city solutions.

Data Sensing Layer

This layer is instrumental in using drones with high end environmental
sensors, cameras and GPS to acquire real time data. The drones use
simplified data transfer protocols like MQTT and CoAP that consumes low
power and offers low latency. These protocols are chosen as best suited for
the communication in the areas where bandwidth and power are a limiting
factor.

Data Processing Layer

The data collected during the operation of the system allows using the edge
servers and nodes in the cloud. Edge servers are responsible for real-time
computation of data that is more relevant closer to the geographical location
for real-time consumption by drones and other LOB applications with lesser
lag time. At the same time, cloud nodes provide possible scalability by offering
a vast number of computational resources for mass-scale integrations. This
approach also enables the system to accommodate real-time working while
at the same cultivating the thinking time and the capacity for dealing with large
data.

Application Layer

The analyzed data is delivered to the user in the form of active visualizations
which can come in the form of dashboards. These dashboards provide an
opportunity for the visual real-time control of cities and, therefore, efficient
urban governance. Examples of the application of the system are dynamic
traffic control, and environmental control, and any other urban control that
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may require real time integration and analysis of data.
Through mathematical models, the system guarantees the effective transfer
and analysis of data to enhance overall performance.

Data Transmission Time (T):
T=%.(1-PLR) (1)

B
Where S is data size (in bits); B is available bandwidth (in bits per second);
and PLR is packet loss rate. This equation calculates the time required to
transmit data, considering the available bandwidth and the impact of packet
loss on the communication channel.

Data Rate (R):

R ==l (2)

Where D; is data generated by the it" loT device (in bits); n is number of
loT devices; T is data transmission time

This formula accumulates all the data produced by several l1oT devices
and estimates the overall data rate, which is paramount to achieving high
system’s operational efficiency in real-time situations.

And the three-layer architecture and supporting equations guarantee the
system provides right and high-efficiency intelligent solutions for smart city
real-time management. Adopting high-level sensing technologies, effective
data control mechanisms, and smart solutions, the architecture meets
essential operational demands for traffic management and environment
assessments to address the dynamism of cities (Yu et al. 2022; Amodu et al.
2023).

3.2. Data Collection and Experimental Validation

Data was collected over three months with 50 drone flights over three
prescribed urban areas. The drones, mounted with loT sensors, captured
eight parameters such as air quality, temperature, and traffic. This dataset
was used to evaluate the system's performance through two critical metrics:
data accuracy and latency.

Data Accuracy (A)

Data accuracy was calculated to assess the reliability of the transmitted data.

The formula used is:
— Correctly Transmitted Data % 100 (3)

Total Transmitted Data
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This measures the ratio of good data transmits against the total transmits,
presented in percentage. In the present work, the accuracy considered to be
in an acceptable level of 98 percent showing the reliability of the collection
and transmission system developed.

Latency (L)
Latency, a crucial parameter for real-time applications like traffic monitoring,
was calculated using the following equation:

L =D, + D, + Dy + D, (4)

Where D, is propagation delay; D, is queuing delay; D, is transmission
delay; Dy, is processing delay.

The issues covered in the individual sub-systems involved an average
latency of 0.8 seconds, which shows that the system can process and
transmit data to support near real-time management of urban areas. The
accuracy rate of 98% and the latency of 0.8 further supports the evidence that
the system is efficient in providing reliable and near real time data. Such
metrics establish the fact that the proposed architecture is capable of
sustaining key smart city apps like traffic flow, and environmental parameters
(Alshbatat 2023; Asaamoning et al. 2021).

3.3. Simulation and Modeling

In order to analyze the general network performance, simulation models were
implemented using NS-3 with the different traffic patterns. Variables
measured included delay, utilization of bandwidth, and packet loss rate.
These simulations gave the understanding of the system performance at
various network loads and identified corresponding key factors that define
system efficiency.

Latency with Traffic Intensity (Ly):

2
Lr=Lo-(1 +;) (5)
Where L, is baseline latency; 1 is packet arrival rate; and p is service rate.
This equation models the increase in latency as traffic intensity grows, with

the packet arrival rate 1 exceeding the service capacity u.

Packet Loss Probability (P):

_2
P=1-¢ & (6)

This formula calculates the probability of packet loss, which rises
exponentially as the packet arrival rate (1) approaches the service rate (u).
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Bandwidth Utilization (U):
U — z:ln=1sl' (7)

BT

Where S; is data size transmitted by the i device; B means available
bandwidth; and T is total time. This equation quantifies how efficiently the
available bandwidth is utilized by multiple devices over a given period.

This way, the simulations demonstrated that latency is heavily affected by
traffic conditions, highlighting the need to develop proper communication
schemes to support a stable system functionality. Further, the modeling
showed the correct relationship between different packet arrival rates and
service rates and how the reach of service capacity results in exponential
packet loss. The obtained information contributes to the comprehensible rules
of increasing the system’s scalability, and Relative reliability of deployments
(Asaamoning et al. 2021).

3.4. Algorithm Development
In order to improve the performance of the drone operations and safety of the
equipment, distinct algorithms were designed and incorporated into the
operations. These algorithms focused on three key aspects: These include:
collision avoidance, energy conservation and path finding. These algorithms
resolved particular operational concerns and hence, implemented reliable
and safe drone fleet management in intricate environments. Other algorithms
specific to improving the efficiency and safety of smart city UAV operations
were created. Of these, the Drone-Following Algorithm proposes a speed and
positioning architecture for follower drones that adapts to the movement of a
lead drone while maintaining safety distances and working capacity. It is
pertinent for traffic control and survivable urban airborne system in densely
populated area.

The Drone-Following Algorithm operates based on three key mathematical
formulations:

Distance Measurement: The algorithm calculates the current distance
(Deurrent) between the lead drone (Ld,,,) and the follower drone (Fd,,,):

Deurrent = |Ldpos = Fdpos| (8)

Speed Adjustment: Depending on the calculated distance (D, rent)
relative to the safe threshold (D, ), the follower drone’s speed (Fdpeeq) is
adjusted as follows:
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Fd _ {Fdspeed — Av if Deyrrent < Dsafe (9)
speed Fdspeed + Av if Deyrrent > Dsafe

Position Update: After the speed adjustment, the follower drone’s new

position (Fd,,s) is calculated based on its updated speed:
deos = deos + Fdspeed 't (10)

Such equations are the basis of the algorithm, they allow real-time control
in order to avoid collisions of drones and optimize their flow. The algorithm
performs these calculations over and over, adjusting in real-time to changes
in position and speed of the lead drone.
1. Collision Avoidance Algorithm
The collision avoidance algorithm was aimed at navigating the drones to
change their positions and avoid the collision, at the same time, deter the

effectiveness of the operation. To achieve this, a modified vehicle-following

model was adapted, incorporating real-time spatial and velocity data:
Y (di+kvi-Ab)

(1)
n
Where d; is distance between the it" drone and others; v; is velocity the ith

D

drone; k is collision mitigation coefficient; At is time step for position updates;
and n is number of drones in the fleet.

Using this formula, the algorithm determines the safe distances in a more
adaptive manner so that drones can have the right amount of distance few
them. This approach is especially practical in dense circumstances where the
safety of many fleets is an essential element. The results of the experimental
evaluation confirmed that the algorithm was able to decrease collision
probabilities by 0.5% on average, and this even in rather congested
environments of airspace.

2. Energy Optimization Algorithm

To achieve the above goals, the Energy Optimization Path Planning Algorithm
was created. This algorithm is very important to the drones in areas of
application such as surveillance and delivery services where energy
consumption is significant.

The algorithm operates on two key mathematical principles: distance
optimization, energy consumption modeling, and battery constraints that help
the drone decide a suggested most energy efficient path it can take based on
available battery capacity.
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Distance Optimization: The algorithm calculates the shortest path that
covers all targets (d(i,i + 1)) within a given area map (4,,q, ), ensuring
minimal travel distance:

Optimized Distance = min Y,j—, d(i,i + 1) (12)

Here d(i,i + 1) represents the distance between consecutive targets i and
i +1; nis the total number of targets.

This calculation leverages optimization techniques, such as the Traveling
Salesman Problem (TSP) solvers, to ensure efficient route planning.

Energy Consumption: The energy consumed (E ,nsumea) Py the drone
during its operation is modeled as a function of the total distance traveled and
operational constants:

Econsumea = k - distance + ¢ (13)

Here k is energy consumption rate per unit distance, and c is baseline
energy consumption for auxiliary systems, like sensors, onboard
computations.

Drone energy efficiency is a critical factor influencing operational duration
and range. To address this, an energy optimization algorithm was developed
to calculate the most energy-efficient flight paths. The algorithm optimizes
power consumption while accounting for opportunities to conserve energy:

E=Y (P t;—C) (14)

Where P; is power consumption at time t;; t; is time interval i; C; is energy
conserved through optimization; and n is total time intervals.

By minimizing unnecessary energy expenditure, the algorithm
demonstrated a 15% reduction in overall energy consumption during
environmental monitoring tasks. This improvement was achieved by factoring
in energy-saving measures, such as optimized altitude adjustments and
reduced hover times, ensuring prolonged drone flight time and lower
operational costs.

3. Path Optimization Algorithm
Battery Management: To prevent mission failure due to battery depletion, the
algorithm continuously monitors the remaining battery capacity (B, ). If the
battery level falls below a predefined threshold:
e Thedrone calculates an alternate route to the nearest charging station.
o Otherwise, it proceeds to the next target along the optimized path.
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When drones are operating in urban areas, they must avoid objects while
at the same time ensuring that they travel in the shortest time possible. To
this end, a path optimization algorithm was created in order to reduce
unnecessary maneuvers that could be costly and increase operational area.
The algorithm calculates the most optimal paths using the following formula:

C=2i(di+w @) (13)

Where d; is distance of the i" path segment; w;is weight assigned to
obstacles in the path; «; is adjustment factor accounting for sharp turns or
detours; and n is total path segments.

The algorithm reduces the summation of distance and the number of
adjustments concerning obstacles required by drones for optimizing their
routes. This is especially true in such Regions as when conducting drills, one
has to avoid tall buildings and trees and other structures that may be common
in some urban settings. The outcomes of testing demonstrated the algorithm
as very efficient in terms of energy consumption for the coverage area and
therefore is poised to find uses in applications such as environmental sensing
as well as traffic control.

3.5. Performance Evaluation and Metrics
To benchmark the performance of the integrated drone-loT system, all four
parameters: energy, data rate, and efficiency under different use cases were
assessed. These indices offered insights on how the proposed system can
be scaled up for smart city use and its dependability. Through careful
consideration of these variables, the research demonstrated the effectiveness
of the system within actual urban settings.

1. Energy Efficiency (EE)

Energy efficiency is a critical parameter that determines the system's
ability to maximize useful work while minimizing energy consumption. The

formula used to compute energy efficiency is:

Useful Work Output
EE = LsefulWork output (16)
Total Energy Input

Where Useful Work Output represents the productive tasks completed by
the system, such as data collection, processing, or delivery; and
Total Energy Input is the total energy consumed by the drones and
associated loT devices during operation.

In this regard, energy efficiency was checked by the extent the drones
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could sustain for longer intervals before charging hence making them right for
constant urban management work. The survey also pointed out that there was
an improvement of the probabilites of energy consumption due to
incorporation of specific power saving techniques in the system.

2. Coverage Efficiency (CE):

Area covered defines a correlation between the monitored area and the
energy consumed so it gives an understanding of how optimally or otherwise
the system is using energy to cover that area for surveillance and monitoring
purposes. It is calculated as follows:

CE =

- Energy Consumed
Where Area Covered is the geographical region surveyed by the drones
during a given operation; and Energy Consumed is total energy expended

Area Covered (1 7)

during the operation.

The results that reflect higher coverage efficiency show that the system
can cover a wide area with less power consumption. The analysis showed
that optimal flight trajectories and power-saving measures substantially
enhance coverage effectiveness of the system and suggest the application in
such fields as ecology and traffic control.

3. Data Transmission Rate (DT):
DT = Data Transrflitted (1 8)
Elapsed Time

Where Data Transmitted total volume of data sent by the drones to the
processing nodes (edge servers or cloud); and Elapsed Time time taken to
transmit the data.

This metric indicates the amount of throughput and data that can be
transmitted with minimal time delay between the various drones and the
central analysis and control units. The study recorded increased transmission
efficiency due to lightweight communication protocols, including MQTT and
CoAP, thereby enhancing the system's scalability. Variations in these metrics
demonstrated the integrated drone-loT system's flexibility and sustainability
for numerous urban applications. The findings suggest that the system can
realistically operate under different circumstances while consistently
delivering high reliability and performance (Salunke 2023).

3.6. Validation Through Case Studies
To prove the effectiveness of the suggested methodology, three smart city
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zones in urban environments were chosen for the analysis. These zones were
the areas that illustrated various urban conditions and with different traffic
intensity and fluctuation, as well as environmental conditions and
infrastructural possibilities. The validation process involved using these
designed system architectures, communication protocols, and algorithms in
these settings to assess the ways in which these could be implemented in
practice. In the selected zones loT sensors blended with the drone system
used for acquiring data concerning air quality, traffic patterns and response
time for emergencies. Specifically, through utilizing the communication and
processing architecture of the system, the implementation targeted at
enhancing the AAE evaluation started by focusing on the operational
performance with the goal of revealing issues concerning the integration with
loT networks of drone, which have been commercialized as the DJI. The
validation also looked at the safety performance of collision avoidance and
energy optimization algorithms (Alshbatat 2023; Asaamoning et al. 2021;
Pavlenko et al. 2023). The application offered a deeper understanding of
some practical concerns and possibilities of drones and IoT implementation
in urban settings, which is in line with earlier research on large-scale urban
implementation and complex control systems for drones in smart cities (Yu et
al. 2022; Abbas et al. 2023). They form the basis by which these could be
scaled and adapted to other smart city structures.

This method utilises system architecture, higher simulating, and stable
algorithms to follow for assimilation of drones and loT in smart city systems.
The integration of algorithmic optimization guarantees the ability to meet the
real-life urban management problems in real-time, which signifies a highly
desirable prospect of a significantly increased scalability and energy
efficiency, coupled with a substantially higher reliability of the system’s
operation. These results provide the basis for subsequent developments of
new smart city technologies.

4. Results

4.1. System Performance Metrics

The analysis of system performance under different traffic loads allows
understanding the efficiency of the integrated drone-loT network. This section
relates to important factors such as latency, packet loss, bandwidth,
bandwidth utilization, via, throughput and network reliability. These metrics
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provide a clear understanding of the performance of the network in handling
actual urban data in real-time fashion precipitated by varying traffic loads.
From these measurements, the study emphasizes the extent to which the
system is scalable, as well as the measure up of operations. The findings
indicate large differences in performance with the increase in the traffic
density in each network, and therefore underpin the need to enhance the
communication protocols.
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Figure 1. System Performance Metrics under Varying Traffic Conditions

Figure 1 offers a detailed insight into how traffic conditions affect the speed
of the constructed drone-loT network. Latency doubles from 20 ms under light
load to 250 ms under critical load, thus providing a clear view of how traffic
density exacerbates network delay. Lost packets also increase from 0.2%
under low traffic to 8% under critical traffic, which greatly hinders the reliability
of received packets.

Bandwidth usage gradually operates closer towards the maximum allowed
by growling at a critical usage and reaches up to 98% utilization. Though
throughput reduces greatly in the critical state — from 100 Mbps at low traffic
to only 20 Mbps in the critical state, throughputs reveal a pressure on data
transferring. At the same time, network reliability decreases from 99.8% to
85%, which means a reduced confidence in the system as regards its
dependability in terms of service quality. Finally, the CPU uptake varies from
30% for low traffic scenario to 95 percent for critical traffic level, as indicated
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by the above graph, in order to depict the escalating computational workload
on the processing units as the traffic conditions deteriorate.

These observations suggest that more attention should be paid to building
efficient and reproducible communication paradigms and optimizing load
distribution in order to achieve higher availability of the system in conditions
of increased load. The results also suggest that to minimize the load on
bandwidth and processing power during high traffic data transfer another form

of load balancing has to be considered.

4.2. Energy Consumption Analysis

Assessing the energy profiles of drones across various mission profiles is
essential for determining their effectiveness and enhancing their
environmental sustainability in smart cities. This analysis focuses on three
primary use cases: traffic measurement, environmental assessment, and
crisis intervention. Key measurable criteria, particularly energy-based
specifications, include energy consumption, flight time, coverage area, and
energetic yield. By comparing these metrics across the analyzed scenarios,
this study elucidates the trade-offs between operational objectives and
energy demands. This analysis provides insights into optimizing drone flight
duration and coverage area while minimizing power consumption.
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Figure 2 shows that there are huge disparities between the various case
studies with regard to energy use as well as energy effectiveness.
Environment scans demonstrate the highest indicators of energy efficiency;
0.025 km#*Wh is achieved through smooth flight and minimal-stress
movements. This scenario also makes the least utilization of battery power,
with only 55% of the battery power consumed, and 45% remaining for
additional operations which can be applied in repetitive monitoring
applications.

Traffic monitoring takes moderate battery and maintain energy to
coverage efficiency with 0.014 km?Wh. This scenario can be considered as
a realistic solution to the conflict between coverage and operating expense in
practical urban, real-time data acquisition.

On the other hand, the energy consumption is deployed highest for
emergency responses with 420 Wh and the overall efficiency of 0.007 km#Wh
because of intense movements and short flight distances. It is these
characteristics that illustrate the energy efficiency requirements for critical
execution, as well as the trade-off between velocity and energy intensity.

The high intensity task reveals how drones are under pressure during
straining operations with 95 percent battery consumption and little protection.
At the same time, the long-duration survey records the lowest energy
consumption (0.032 km?Wh), further affirming that efficient flight paths can
be employed in low-energy operations.

This work also highlights the need for managing energy in a manner that
is application based such as revising flight trajectory efficient to conduct
environmental assessment or design efficient algorithms to be used during a
crisis. These variations are addressed to make it possible for drones to
continue operations in the event of power outages or to reduce costs when
coverages are extensive.

4.3. Data Transmission Rate Analysis

The effectiveness of the loT sensors in communicating real-time data to
drones and central processing was determined by testing the data transfer
rate by varying the velocity of the drones. This evaluation is needed to
consider the influence of drone mobility on the constant exchange of data in
real-life smart city systems. Conversion rates or throughputs were evaluated
in relation to speed as well as the coordination between speed and network.
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Other parameters, particularly delay time, data packet reliability and
processing demand, are also recorded to obtain system performance under
unsettled circumstances.
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Figure 3. Data Transmission Metrics Across Drone Speeds

Figure 3 shows how overall drones’ speed impacts data transfer rates and
such characteristics. The data transmission rate reduces with speed; it
reduces from 52 Mbps at 5m/s to 42 Mbps at 25m/s. This reduction is due to
increased computing requirements of the protocol and a reduced reliability of
the communication channel at higher data rates.

Transmission latency rises, slowly too, to 10 ms at 5 m/s to 30 ms at 25
m/s. This latency is attributed to an extra time needed to properly and
effectively process and transfer data in context of dynamic environment,
especially in higher transmission rates. Packet loss is also higher, increasing
from 0.1% at low speed to 1.5% at the highest speed; these results also
demonstrate that as drone mobility increases, data transmission reliability
becomes a significant problem.

Nevertheless, the packet delivery ratio is still more than 98.5%, for all the
speeds, confirming that the system is efficient in enhancing data integrity. But
the CPU load changes with the operational speed, and rises from 20 percent
at 5 m/s to 50 percent at 25 m/s which indicates the increasing load on the
system for managing data transmission at fast operation.

These results suggest that while high speed of the drone is desirable, the
infrastructural transmission of data in real-time applications, suggests a
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balance should be struck in such systems. However, the intended system is
found to work fine with higher speeds calling for better optimization of the
transmission protocol and computation to minimize the effect it may have on

latency and data alteration at high-speed communication.

4.4. Collision Avoidance Efficiency Analysis

Currently, the collision avoidance algorithm was tested regarding the risks of
collision and operation effectiveness in the simulated dense urban traffic
environment. Collision rate together with average drone velocity, density
smoothness, and response to obstacles was measured to show the
algorithm’s performance under different traffic densities. This evaluation gives
an understanding of the algorithm’s robustness and generalization with
regards to future enhancements in drone navigation that will improve safety
and operation.

120 -

Low Moderate High Very High Extreme
Traffic Densitv

Figure 4. Collision Avoidance Metrics Under Varying Traffic Densities

The metrics give a clear demonstration of the effectiveness of the collision
avoidance algorithm in relation to the traffic density. Collision frequencies are
observed to rise with traffic concentration with a rise in traffic concentration
from low density to high, with collision rates rising from 0.2 percent to 5% to
show the growing complexity of operating safely in highly congested
environments. However, to a low and moderate extent, the algorithm helps in
avoiding collision at considerable extent.

Drone velocity is inversely proportional to traffic; the mean velocity
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reduces to 10m/s for low traffic and 3 m/s for heavy traffic situations. This
reduction is due to the fact that the algorithm implements a dynamic approach
of lowering speed levels in order to increase safety as the population density
of cars increases.

Smoothness of traffic flow is optimum (98%) at low traffic density; however,
it sharply reduces to 45% at maximum traffic density, showing that free and
safe traffic flow is achievable, but not both at the same time. The response
time to obstacles grows from 50 ms at low traffic to 120 ms with extreme traffic
density and requires further improvement of real-time reaction abilities in
densely populated areas.

Minimum safe distance between drones is also reduced in higher
densities, from twenty meters in low density to five meters under the extreme
conditions. Specifically, this reduction raises the probability of intersections
and is contained by the algorithm’s capacity for dynamic tuning.

Drone coverage efficiency defined as area per hour reduces from 12.0
km?/hr at low traffic density to 3.6 km?hr at extreme traffic density. This metric
shows that coverage performance can be severely affected by safety
constrains as experienced in high-density operations.

These results show how the collision avoidance algorithm works in low to
medium density and point out the issues that may arise when working in high
and extreme density conditions. Akdeniz, Making the algorithm work even
faster for detecting the obstacle and processing them, and also in improving
the drone coordination mechanism can go a long way for emending safety
and efficiency in the high-density urban environment.

4.5. Environmental Monitoring Efficiency Analysis

The study tested the possibility of using drones and loT sensors as means to
track environmental parameter in different zones in cities. Sample measures
like accuracy of data collected, frequency of data collection, delay in data
transmission, coverage area per flight among others were taken. The
discussion in this analysis therefore emphases the dependability of the
system to gather the air quality and the temperatures, and it scalability to
support divergent urban environments. Through these factors this study
reveals some future possibilities of drones to improve environmental
surveillance and decision-making within the urban context.
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Figure 5. Environmental Monitoring Metrics

Figure 5 reveals that the system effectively monitors various
environmental parameters using drones and loT sensors. The accuracy of
AQIl and temperature measurements was found to be 98% and 99%,
respectively, demonstrating the system's efficiency in acquiring necessary
environmental data. The accompanying measurement intervals of one hour
and half an hour further indicate the system's versatility in terms of data
acquisition rate and practical viability.

Relative humidity was measured with an accuracy of 97%, and particulate
matter with an accuracy of 95%. The inherent variability in the environment
makes it easier to measure these parameters compared to others. Noise level
measurements displayed the shortest interval of 15 minutes and the highest
data transmission latency of 70 ms, proving the system's effectiveness for
high-frequency, real-time monitoring in certain cases.

The coverage area per single flight varied from 3 to 6 km?2, depending on
the parameters being detected, illustrating the high efficiency of drones when
operating over large areas. Actual data packets transferred ranged from 80KB
to 150KB, which is manageable for the system, ensuring a balance between
data volume and reliable data transfer.

The impact of signal interference on experimental parameters was
minimal, ranging between 1% and 4%. This demonstrates the reliability of the
communication protocols used in the system to mitigate the effects of
congestion on signals in urban settings, thereby maintaining accurate data.

These results suggest that integrating drones and loT sensors enables
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effective and accurate environmental monitoring in urban areas. However,
improving data transmission and reception controllers, as well as increasing
sensor accuracy, could further enhance performance for parameters that are
currently less accurate and do not update as frequently as desired. These
improvements would bolster the system's overall capacity to contribute to
evidence-based urban planning and health crisis management.

4.6. Path Optimization Performance Analysis

Real drones’ energy performance was compared with drones flying with the
help of energy optimization algorithms and drones flying with default paths.
To determine the difference that the algorithm would make, distance travelled,
battery consumption, battery conserved, flight time, energy density, and time
elapsed were used. The contrast demonstrates how the algorithm
consolidates for increasing energy efficiency and longevity necessary for
stable drone operations across numerous urban operations.
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Figure 6. Energy Optimization Performance Metrics

A compelling comparison of energy consumption and efficiency of
optimized and non-optimized flight paths is presented in the table above. In
optimization the drones that cover 7km consumed only 15% battery than the
non-optimized example which shows the effectiveness of algorithm in
utilization of energy. It also impacted flight time, as flights using this optimized
algorithm took 50 minutes against 45 minutes in the previous case, which
again proves that though energy efficiency remains a primary goal, operations
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efficiency is preserved as well. In high densities, optimisation of broadcasts
was found to cut the battery consumption by 10% even with a smaller range
of 5km. This scenario features the algorithm flexibility given that the flight path
is limited by obstacles and ftraffic intensity. In long-range surveys the
unhitched suboptimal trajectory seems to have drained 85% of the battery
leaving little headroom for over and above missions. However, with
optimization, the consumption of the batteries was reduced to 70 percent
resulting in enhancements of the drone energy efficiency from 0.12 km/Wh to
0.14 km/W h fixed on the time to completion. The time to completion metric
shows that efficiency also drives comparable or better completion times in
different scenarios. For instance, the last optimization in the survey eliminated
the timeframe of battery and highlighted the bene t of the survey in terms of
economy and feasibility. Expanding the analysis to a 34-class vector of
important indicators revealed that energy efficiency, in terms of km/Wh,
increased steadily across all optimized scenarios. The energy efficiency of
the standard 7 km flight was enhanced from 0.18 km/Wh (non-optimized) to
0.23 km/Wh (optimized), or by 27.8%. These outcomes demonstrate how the
algorithm can support optimized utilisation of energy, without compromising
operational goals. The results outline route planning keywords and a
framework for enhancing energy and mission endurance for drone
operations. Next levels of tuning may be necessary to adapt it to more
intricate urban dynamics like higher volume sterile areas or longer flight times
in overall smart city context to increase efficiency of supplied algorithm.

4.7. Performance Comparison Across Scenarios

The evaluation involved comparison of the system performance in the three
most vital operational aspects of traffic monitoring and survey of environment,
and emergencies. These objectives include the evaluation of better measures
such as delay, power use, coverage span, functionality, precision of data, and
reaction time. Through these parameters, the analysis reveals some key
trade-offs and provides insight into some of the capabilities and weaknesses
of the system in addressing a range of urban management issues. This
general comparison yields quite useful information that can be quite useful
towards determining how best to use drones given an application.
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Figure 7. Performance Comparison Across Scenarios

Figure 7 underlines differences in performance of each operational
scenario, underlining strengths and weaknesses of traffic monitoring,
environmental survey or emergency application. Traffic monitoring stands as
an example of a balanced loaded with average latency of 25 ms, energy
consumption of 350 Wh and coverage area of 5 over km2. Currently, it has a
data accuracy of 98% and a relatively high data transmission rate of 50 Mbps;
it can be effectively applied to real-time urban management tasks for traffic
congestion, or accidents in which exactness and reliability are crucial.

Overall, environmental surveys average low energy together with 280 Wh
and surveying the biggest extent of 7 km2. As for operational performance,
99% of data accuracy of the monitored environmental parameters, including
air quality and temperature, prove the system’s effectiveness. Although the
response time of 30 ms and data transmission rates of 48 Mbps are originally
slightly lower, this is due to the fact that this is application is not as time
sensitive as other applications, such as emergency response. All of these
correspond to the goals of the scenario of efficient data collection rather than
speed.

In this case, low latency of 15 ms and fast response time of 10 seconds
are characteristic of the emergency response scenarios which require quick
time to response. These features are important for business especially in the
handling of perishable goods such as drugs for hospitals, or emergency
supplies for disaster-stricken areas. However, these are realized at the cost
of a higher energy consumption of 420 Wh and a coverage area of only 3
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km?2. Nevertheless, the costs of business disruption, of responding to urgent
need with firefighting efforts, remain healthy at 80% indicating that emergency
response can efficiently operate and meet needs even under adverse
circumstances.

The metric identified as the operational efficiency also indicate how
dynamic the system is. Environmental surveys have the best efficiency at
90% because of proper flight planning while traffic monitoring maintains an
overall efficiency of 85% in consideration of real time requirements and power
usage. Emergency response which is very energy intensive records 80% in
contrast to stretched coverage but deep coverage duration. What this
analysis shows is the need for optimisation of the system for specific
scenarios, for example, energy-saving algorithms for use during emergency
response or latency reduction techniques for environment surveys. The
results show that it is possible to use drones and loT for mass, effective, and
sufficiently reliable control of cities to meet the requirements of the present
day.

4.8. Network Scalability Analysis

The scalability of the proposed integrated drone-loT system was tested based
on the system performance as the number of drones and loT devices within
the network grow. Other parameters including the latency, the packet lost, the
bandwidth consumed, throughput, network reliability, the energy consumed
by each device and many more were collected in the larger systems in other
to test the scalability of the system. These results give the system more
understanding regarding its stability and analyzing the corresponding lower
and higher boundaries and shows a potential for improving such system in a
large-scale urban setting.

Figure 8 below incorporates a more elaborate way of evaluating efficiency
of the system with respect to the growing size of the network. As the number
of rings of devices increases latency increases steeply from 20 ms when there
are only 10 devices to 250 ms when there are 200 of them because it takes
a longer time to process and transfer data in a massive network. This
escalation further implies that with network density, there is added
computation complexity on the system.

Similarly, packet loss increases from a near-zero 0.1%, with 200 packets,
to a high of 5 marker0.0% at 200 devices. This degradation in reliability can
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impact the important real-time applications, including disaster response
services, that require the provision of consistent data.

Bandwidth utilization remain relatively constant with the number of
devices, rising to 98 percent at 200 devices. This creates limited room for
increased traffic or contingencies for data usage increases and hence
implications for load balancing procedures
accessing network.

to appropriately allocate the
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Figure 8. Network Scalability Metrics

The achieved throughput, which indicates the amount of data delivered
increases from 100 Mbps at ten devices to 30 Mbps at two hundred devices.
This decline reduces the capability of current communication protocol to
maintain high data transfer rate in highly populated networks.

Network reliability reduces from 99.9% for 10 devices to 85.0% for 200
devices. The data strongly suggest that the system is fairly overprovisioned
for typical moderate-sized deployments but that as the network or the
messages per second grows larger the fault tolerance of the system degrades
showing the need for better mechanisms to ensure that the relay tree
functions flawlessly in large networks.

There is a slightly increase from devices in energy per unit device of 5Wh
for ten devices to 6.5Wh for two hundred devices. This reflects the other
conditions of computational and communication load for each device in a
more extensive system. This may not be much but emphasizes the fact of an
overall power consumption increase in large-scale environments in case
deployments.
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4.9. Performance of the Drone-Following Algorithm
The Drone-Following Algorithm in the figure below, which was designed for
improving the management of drones, was tested under different operating
conditions to determine how well it is capable of maintaining safe distances,
avoiding collision, and coordinating effectively. The algorithm varies the speed
and position of follower drones in reference to the lead drone, letting real time
observations of conditions dictate changes. These agreed mainly on the
ability of avoiding collision, time delays in changes of speed, variability in
distance and energy consumption.

The results provided by the algorithm, in which the video expressed low to
medium traffic density, reflected a collision avoidance rate of 99.8%; however,
under high traffic density, the algorithm was slightly lower, at 97.5% collision
avoidance, mainly because the environments in real-world scenarios make
decision-making more difficult when there is an increased traffic density. The
average latency of speed changes was 50ms, which is very reliable in real-
time applications, but under conditions approaching 70ms due to
computational loading. The algorithm provided a steady and safe distance of
(Dsqse) that was 20 meters, and the fluctuation size was measured at low
density of 1%, high-density at 5% ensuring operations precision and stability.
There was a slight decrease in Energy efficiency due to continuous variations
in engine speed while constant energy was used to ensure the development
of a long-term operative capacity. The flowchart in Figure 9 below highlights
the logical flow of the algorithm, illustrating key steps such as measuring the
current distance (Dgyrrent), COmMparing it to the safe threshold (Dg,y.), and
dynamically adjusting the follower drone's speed (Fdg,e.q) and position
(Fd,,s)- This process repeats in real-time, ensuring collision-free operations

and smooth traffic flow.
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Figure 9. Flowchart Representation of the Drone-Following Algorithm for
Traffic Management

The results which have been presented above help to show the
effectiveness of the algorithm in relation to the traffic density. It is suitable for
the urban drone traffic management due to it its flexibility in managing fleets
of drones. Possible enhancements could take into consideration even lower
latency and greater energy efficiency for, perhaps, even more complex use
cases.

4.10. Performance of the Energy Optimization Path Planning Algorithm
The Energy Optimization Path Planning Algorithm was intended to increase
the functionality of a drone by reducing the energy spent while capturing
various targets in an encoded region. This algorithm calculates the amount of
coverage area and dead reckoning distance to be accurately covered by
drones and calculated the time reserved to complete the full route that will be
flown by the drones. These are features such as optimization awareness of
the route, battery management, and awareness of when routes need to be



Iranian-Journal of

Information

Processing and
The Integration of Drones and IoT in Smart City Networks ... | S. Ismail et al. NManagement

adjusted to nearest charging points as illustrated in the Figure 10 below.
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Figure 10. Flowchart Representation of the Energy Optimization Path Planning
Algorithm

The algorithm begins by initializing the drone's starting position (P,;,,.) and
battery capacity (B.,;,), identifying target areas within the map (4,,,,), and
calculating the shortest path that covers all targets. If the remaining battery
level exceeds the pre-defined threshold, the drone continues to the next
target. Otherwise, the algorithm computes an alternative route to the nearest
charging station before resuming the path. This adaptive process ensures
drones complete their tasks efficiently without risking battery depletion.
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Performance indicators were efficiency of targets coverage, energy
consumption per kilometer, and frequency of rerouting. The algorithm showed
the nine to fifteen percent savings in energy in comparison to unoptimized
paths. Furthermore, target density was achieved at optimum level since the
drones surveyed an average of 8-10 Km? per flight. There were only 5%
incidents of rerouting to charging stations to show how successful path
predictive optimizations were in preserving energy.

This is algorithm is ideal in missions including environment monitoring and
delivery missions, where the energy conservation and mission
accomplishment are paramount. Even in the determination of routes, it is
capable of making changes on the basis of the real time battery level to
ensure more operations continue and there are less chances of mission
interruption. Further improvements could include using more sophisticated
kinds of predictive algorithms that would estimate energy consumption under
different weather conditions; this could only help increase drone utility in a
variety of scenarios.

5. Discussion

The integration of drones and loT within smart city networks presents
promising prospects for optimizing urban functionality by expanding data
acquisition, intensification, and flexibility. This study contributes to the existing
literature by proposing algorithms to address central concerns such as energy
efficiency, collision risk, and network size. The results support and build upon
existing research, providing novel insights into system performance and
potential applications.

Previous research, including work by Hoque et al. (2022), has highlighted
the importance of IoT frameworks in smart cities, emphasizing their role in
facilitating real-time data exchange and resource optimization (Hoque et al.
2022). This study reinforces these findings by evaluating dependable data
transmission and system reliability under varying traffic loads. Similarly,
Srivastava (2022) suggested that the Internet of Drone Things can support
mass-up and low-density applications in urban scenarios, focusing on
resource management and quality of service for many connected devices.
This work addresses these challenges by offering practical solutions for
integrating drones and loT for efficient communication and flexible path
planning (Srivastava 2022).
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The energy optimization algorithm proposed in this study aligns with
previous research by aiming to minimize operational costs while ensuring
coverage efficiency. For example, Gohari et al. (2022) reviewed the use of
drones for environmental and ecological surveying but did not focus on
energy conservation (Gohari et al. 2022). This study addresses that gap by
incorporating real-time path planning to minimize power consumption and
enhance the sustainability of drone operations. Furthermore, the research by
Alshbatat (2023) on air quality monitoring through drones is expanded upon
by integrating IoT sensors and evaluating the network integration in urban
contexts, ensuring functionality across various applications (Alshbatat 2023).

The collision avoidance algorithm presented in this study enhances
research by Yu et al. (2022), which focused on lightweight authentication
mechanisms for drone protection. While Yu et al. (2022) concentrated on
communication security, this study emphasizes physical security and the
smooth functioning of drones without interference from other drones, offering
practical solutions for avoiding collisions in such environments (Yu et al.
2022). Combining these strategies could significantly improve security and
reliability in loT-based drone control (Silva et al. 2021).

However, several limitations in the present study must be addressed.
Scalability tests revealed issues at high device densities within the network,
resulting in increased delays and packet losses. This resonates with the
scalability issues identified in this study and previous works by Srivastava
(2022), highlighting the need for more sophisticated load balancing or
processing across multiple nodes. Additionally, the proposed energy
optimization algorithm may require regular adjustments, and its deterministic
nature may reduce its adaptability to ecosystem changes (Srivastava 2022).
Incorporating machine learning approaches, as proposed by Sun et al.
(2021), could enhance adaptability but would increase computational density
(Sun et al. 2021).

Furthermore, the study's focus on urban applications limits the
framework's applicability to rural or other areas where infrastructure and
connectivity are already challenging. Future research should implement the
proposed system to expand its applicability. As Yu et al. (2022) discussed,
security issues were not addressed in this study; however, they are crucial for
practical implementation (Yu et al. 2022). Future work should incorporate
comprehensive security measures into the communication links and overall
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operations.

This article advances theoretical understanding by describing, explaining,
and predicting drone-loT integration in urban settings. It identifies significant
challenges, such as latency and power consumption, and demonstrates how
refined algorithms can address these issues. The results provide a theoretical
basis for future applications, such as disaster response and urban
development. This study contributes to the existing literature by offering a
robust theoretical foundation for advancing smart city technologies and their
applications, focusing on future development and current realization.

6. Conclusion

The integration of IoT devices and drones was investigated to optimize the
practicality, expandability, and real-time performance of smart cities. The
study focused on key challenges, including energy management, mid-air
collisions, and network connectivity, to determine the optimal design of
algorithms that facilitate smooth and safe drone operations in various urban
environments. The conclusions drawn from the study demonstrate its ability
to reallocate resources within the system to meet environmental conditions
and manage critical parameters such as latency, energy use, and data
delivery reliability.

Among the findings, the algorithms developed to enhance energy
efficiency and maintain secure operating distances were particularly effective
for smart city infrastructures. Utilizing real-time data and adaptive decision-
making, the system showed improvements in managing resources,
monitoring the environment, and conducting response operations in urban
areas. The flexibility of the proposed system highlights the versatility of using
drone-loT integration across different urban applications.

While these findings are significant, they also identify areas requiring
further development and future research. The demand for improved
scalability frameworks, even in high-density networks, is emphasized to
ensure high performance under heavier operational loads. Additionally,
extending the system with more advanced adaptive algorithms, such as
machine learning-based optimization algorithms, could enhance the system's
responsiveness.

Future research should explore generalizing the use of the system for rural
and remote settings and address challenges such as poor and unreliable
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internet connectivity and infrastructure. Furthermore, introducing security
measures for data integrity and communication lines will be crucial for
practical implementation. Expanding into dual-positional models that are both
deterministic and adaptive may provide a balance between optimization and
on-demand flexibility.

This article provides a solid foundation for integrating drones and IoT in
smart city applications to address current urban management needs. By
building on the results and addressing the mentioned limitations, future
developments can advance the framework of smart city technologies,
delivering a better quality of life in urban settings. The current study not only
contributes to existing knowledge on the integration of drones and loT but
also enhances the discourse on the smart and sustainable use of urban
infrastructure.

References

Abbas, N., Abbas, Z., Liu, X., Khan, S. S., Foster, E. D., and Larkin, S. (2023). A
Survey: Future Smart Cities Based on Advance Control of Unmanned Aerial
Vehicles (UAVs). Applied Sciences, 13 (17). https://doi.org/10.3390/app13179881.

Ali, H., Karim, S., Saab, M., Hassan, S., Bodnar, N., Ahmed, S., Mustafa, S., et al.
(2024). Technological innovations and sustainability: Shaping the future of smart
cities in urban planning. Edelweiss Applied Science and Technology, 8, 1992-
2011. https://doi.org/10.55214/25768484.v8i4.1577

Alsamhi, S. H., Afghah, F., Sahal, R., Hawbani, A., Al-qaness, M. A. A, Lee, B., and
Guizani, M. (2021). Green internet of things using UAVs in B5G networks: A review
of applications and strategies. Ad Hoc Networks, 117, 102505.
https://doi.org/10.1016/j.adhoc.2021.102505

Alshbatat, A. (2023). Development of Autonomous Hexacopter UAVs for Smart City
Air Quality Management. Jordan Journal of Electrical Engineering, 9, 450.
https://doi.org/10.5455/jjee.204-1673429561

Amodu, O. A, Nordin, R., Jarray, C., Bukar, U. A., Raja Mahmood, R. A., and Othman,
M. (2023). A Survey on the Design Aspects and Opportunities in Age-Aware UAV-
Aided Data Collection for Sensor Networks and Internet of Things Applications.
Drones, 7 (4). https://doi.org/10.3390/drones7040260.

Asaamoning, G., Mendes, P., Rosario, D., and Cerqueira, E. (2021). Drone Swarms
as Networked Control Systems by Integration of Networking and Computing.
Sensors, 21 (8). https://doi.org/10.3390/s21082642.

Bisio, |., Garibotto, C., Haleem, H., Lavagetto, F., and Sciarrone, A. (2022). A
Systematic Review of Drone Based Road Traffic Monitoring System. [EEE
Access, 10, 101537-101555. https://doi.org/10.1109/ACCESS.2022.3207282

De Fazio, R., Dinoi, L. M., De Vittorio, M., and Visconti, P. (2022). A Sensor-Based

929



930

Iranian-Journal of

Information

Processingand

Manage Nt  Special Issue | Summer 2025

Drone for Pollutants Detection in Eco-Friendly Cities: Hardware Design and Data
Analysis Application. Electronics, 11 (1).
https://doi.org/10.3390/electronics11010052.

Gohari, A., Ahmad, A. B., Rahim, R. B. A.,, Supa’at, A. S. M., Razak, S. A., and
Gismalla, M. S. M. (2022). Involvement of Surveillance Drones in Smart Cities: A
Systematic Review. |EEE Access, 10, 56611-56628.

https://doi.org/10.1109/ACCESS.2022.3177904

Honcharenko, T., Khrolenko, V., Gorbatyuk, I., Liashchenko, M., Bodnar, N., and
Sherif, N. H. (2024). Smart Integration of Information Technologies for City Digital
Twins. 2024 35th Conference of Open Innovations Association (FRUCT).
https://doi.org/10.23919/FRUCT61870.2024.10516358.

Hoque, M. A,, Hossain, M., Noor, S., Islam, S. M. R., and Hasan, R. (2022). loTaaS:
Drone-Based Internet of Things as a Service Framework for Smart Cities. IEEE
Internet of Things Journal, 9 (14), 12425-12439.
https://doi.org/10.1109/J10T.2021.3137362

Jawad, A. M., Qasim, N. H., Jawad H. M., Abu-Alshaeer, M. J., Nordinc, R.,
Gharghand, S. K. (2022). Near Field WPT Charging a Smart Device Based on loT
Applications. CEUR. https://ceur-ws.org/\Vol-3149/paper7.pdf

Jghef, Y. S., Jasim, M. J., Ghanimi, H. M. A., Algarni, A. D., Soliman, N. F., EI-Shafai,
W., Zeebaree, S. R. M., et al. (2022). Bio-Inspired Dynamic Trust and Congestion-
Aware Zone-Based Secured Internet of Drone Things (SIoDT). Drones, 6 (11).
https://doi.org/10.3390/drones6110337.

Lucic, M. C., Bouhamed, O., Ghazzai, H., Khanfor, A., and Massoud, Y. (2023).
Leveraging UAVs to Enable Dynamic and Smart Aerial Infrastructure for ITS and
Smart Cities: An Overview. Drones, 7 (2). https://doi.org/10.3390/drones7020079.

Miao, Y., Hwang, K., Wu, D., Hao, Y., and Chen, M. (2023). Drone Swarm Path
Planning for Mobile Edge Computing in Industrial Internet of Things. IEEE
Transactions on Industrial Informatics, 19 (5), 6836-6848.

https://doi.org/10.1109/T11.2022.3196392

Pavlenko, V., Ponomarenko, I., Morhulets, O., Osadchyi, V., Ponomarenko, D., and
Hrygorevska, O. (2023). Using Artificial Intelligence to Control Drones. 2023 IEEE
7th International Conference on Methods and Systems of Navigation and Motion
Control (MSNMC), 24-27 Oct. 2023.
https://doi.org/10.1109/MSNMC61017.2023.10329033.

Qasim, N., Jawad, A., Jawad, H., Khlaponin, Y., and Nikitchyn, O. (2022). Devising a
traffic control method for unmanned aerial vehicles with the use of gNB-1OT in 5G.
Eastern-European Journal of Enterprise Technologies, 3, 53-59.
https://doi.org/10.15587/1729-4061.2022.260084

Qasim, N., Jawad, A., and Majeed, M. (2023). The Usages of Cybersecurity in Marine
Communications. Transport Development, 3 (18).
https://doi.org/10.33082/td.2023.3-18.05

Qasim, N. H., and Jawad, A. M. (2024). 5G-enabled UAVs for energy-efficient
opportunistic networking. Heliyon, 10 (12), €32660.



Iranian-Journal of

Information

Processing and
The Integration of Drones and IoT in Smart City Networks ... | S. Ismail et al. NManagement

https://doi.org/10.1016/j.heliyon.2024.e32660

Salunke, A. (2023). Enhancing Urban Traffic Management through Predictive
Modelling and Drone-Captured Image Analysis for Smart Traffic Lights.
https://doi.org/10.13140/RG.2.2.31014.70721

Silva, F. S. D., Neto, E. P, Oliveira, H., Rosario, D., Cerqueira, E., Both, C., Zeadally,
S., et al. (2021). A Survey on Long-Range Wide-Area Network Technology
Optimizations. IEEE Access, 9, 106079-106106.
https://doi.org/10.1109/ACCESS.2021.3079095

Srivastava, Y., Virk, S., Ganguli, S., & Tripathi, S. (2022). Smart Cities and the Use of
Internet of Drone Things (IoDT). Internet of Things, 33-45.
https://doi.org/10.1201/9781003181613-3

Sun, M., Xu, X., Qin, X., and Zhang, P. (2021). Aol-Energy-Aware UAV-Assisted Data
Collection for loT Networks: A Deep Reinforcement Learning Method. [EEE
Internet of Things Journal, 8 (24), 17275-17289.
https://doi.org/10.1109/J10T.2021.3078701

Tran, T.-H., and Nguyen, D.-D. (2022). Management and Regulation of Drone
Operation in Urban Environment: A Case Study. Social Sciences, 11 (10).
https://doi.org/10.3390/socsci11100474.

Yahuza, M., Idris, M. Y. |., Ahmedy, |. B., Wahab, A. W. A., Nandy, T., Noor, N. M., and
Bala, A. (2021). Internet of Drones Security and Privacy Issues: Taxonomy and
Open Challenges. IEEE Access, 9, 57243-57270.
https://doi.org/10.1109/ACCESS.2021.3072030

Yu, S., Das, A. K., Park, Y., and Lorenz, P. (2022). SLAP-IoD: Secure and Lightweight
Authentication Protocol Using Physical Unclonable Functions for Internet of
Drones in Smart City Environments. |EEE Transactions on Vehicular Technology,
71 (10), 10374-10388. https://doi.org/10.1109/TVT.2022.3188769

931






