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L Al Act — Regulation (EU) 2024/16894

2 General Data Protection Regulation — GDPR, Regulation (EU) 2016/679
3 Trade Secrets Directive — Directive (EU) 2016/943
4 Data Act — Regulation (EU) 2023/2854

5 ePrivacy Directive

¢ Copyright Directive Directive (EU) 2019/790

" NIS2 Directive — Directive (EU) 2022/2555

8 Federal Trade Commission Act — FTC Act

¢ California Consumer Privacy Act — CCPA

10 California Privacy Rights Act - CPRA

1 California Assembly Bill 2013
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Abstract:

Today, data have become the most valuable assets of businesses, and the obligation to
preserve confidentiality plays a fundamental role in protecting these strategic
resources. The emergence of generative artificial intelligence has created
unprecedented challenges, including the input of sensitive information into large
language models and the potential reproduction of confidential research data, thereby
raising novel legal questions concerning the scope and nature of confidentiality
obligations. This study aims to examine the scope and legal effects of the duty of
confidentiality in protecting trade secrets in the age of artificial intelligence and to
evaluate the capacity of the Iranian legal system through a comparative analysis with
the legal frameworks of the European Union and the United States. The necessity of
this research stems from the fact that the traditional doctrine, centered on the
prohibition of direct disclosure, appears inadequate to address the risks posed by
algorithmic data processing and the loss of effective control over confidential
information. The study adopts a descriptive-analytical methodology with a
comparative approach. Data were collected through library-based research from
legislation and legal scholarship relating to the three legal systems and were analyzed
using qualitative content analysis.The findings indicate that, under United States law,
the continuation of trade secret protection is contingent upon demonstrating
reasonable measures to preserve secrecy, and the submission of confidential
information to uncontrollable Al platforms may result in the loss of legal protection. In
contrast, the European Union regulates trade secret protection alongside data


mailto:alisaatchi@um.ac.ir
mailto:fahimitabar.javad@gmail.com

Aol gl
=P\
- o1 Ol gl (SBedm P 50 ambad dxlllae j Lghman (g pas 38 Gibmi 5l gl 3 Culos 58 ( Slo pro wgai SBT 9 wiald

B T =) T

protection requirements, transparency, fundamental rights, competition policy, and
the public interest. In Iran, despite the absence of a comprehensive legal framework,
significant capacities exist through the principle of freedom of contract, the rules of
civil liability, and Islamic jurisprudential concepts such as trust (amanah), negligence
(tafrit), and wrongful destruction (itlaf). Nevertheless, the continued emphasis on the
traditional notion of disclosure and the difficulties associated with proving
unauthorized disclosure have undermined the effectiveness of legal protection. The
study concludes that, in the era of artificial intelligence, the duty of confidentiality
should be reconceptualized as a special duty of care, encompassing the adoption of
appropriate technical and organizational safeguards. Furthermore, recognizing the loss
of effective control over confidential information as a form of disclosure, adopting a
limited shift in the burden of proof in favor of the injured party, and introducing
concepts such as a digital duty of care would enhance the adaptability of the Iranian
legal system to technological developments.
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