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Introduction: With the rapid proliferation of the Internet of Things (IoT) and
the interconnection of billions of smart devices, organizations face critical
challenges regarding service quality and operational performance. Network
latency, unstable connectivity, and severe security vulnerabilities demand a
comprehensive evaluation framework. This study addresses how organizations
can develop an integrated model to evaluate both service quality and
performance concurrently within IoT ecosystems. The theoretical framework
integrates classic service quality models with Critical Success Factors. The
target population consists of IoT domain experts, system architects, and IT
decision-makers. The research aims to identify foundational dimensions, refine
localized criteria, and deliver an actionable evaluation framework using present-
tense formulation.

Methodology This study employed an applied-developmental research design
with a mixed-methods (qualitative-quantitative) approach. In the first phase, a
systematic literature review spanning studies published between 2016 and 2026
was conducted to extract foundational dimensions, criteria, and sub-criteria
related to IoT performance and service quality. In the second phase, the Delphi
technique was implemented through successive rounds with an expert panel to
screen, validate, and localize the identified indicators using structured five-point
Likert questionnaires administered via an online survey platform. In the third
phase, the multi-criteria decision-making technique TOPSIS was applied to
prioritize and rank the finalized criteria relative to IoT Critical Success Factors.
Quantitative analyses and priority matrices were processed and analyzed using
relevant statistical and optimization software.

Main findings:
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The execution of the Delphi consensus rounds yielded seven main criteria and
thirty-five sub-criteria, comprising effectiveness, reliability, efficiency, technical
support, data and information quality, tangibles, and security and privacy. The
subsequent TOPSIS multi-criteria analysis demonstrated that “Reliability”,
“Security and Privacy”, and “Data and Information Quality” achieved the
highest relative closeness coefficients among IoT Critical Success Factors,
emerging as the most determinant dimensions for evaluating [oT services and
system performance. Conversely, criteria such as operational efficiency and
tangible physical aspects ranked lower in the prioritization hierarchy, reflecting
that stakeholders in emerging smart ecosystems prioritize system resilience,
data integrity, and robust cybersecurity safeguards over peripheral operational
characteristics.

Discussion and conclusions:

The proposed model bridges a critical theoretical and practical gap by
synthesizing subjective service quality dimensions with objective operational
performance metrics into a unified [oT assessment architecture. The prominent
ranking of reliability and security highlights that sustained connectivity and
rigorous data protection represent non-negotiable prerequisites for user adoption
and system sustainability. This research advances existing knowledge by
providing enterprise managers with an empirical roadmap to benchmark loT
implementations and optimize technological investments. For future research,
tailoring and testing this integrated model across sector-specific environments—
such as smart healthcare, intelligent transportation, and smart cities—and
incorporating fuzzy multi-criteria decision-making frameworks or artificial
intelligence-driven analytics are highly recommended.
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